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Disclaimer

This docurent containsa description of theSPECIAbroject work and findings.

The authors of this document have taken any available measure in order for its content to be accurate,
consistent and lawful. However, neither the project consortium as a whole nor tinddaal partners

that implicitly or expkitly participated in the creation and publication of this document hold any
responsibility for actions that might occur as a result of using its content.

This publication has been produced with the assistancénefBEuropean Union. The content of this
publication is the sole responsibility of tf&PECIAtonsortium and can in no way be taken to reflect
the views of the European Union.

The European Union is established in accordance with the Treaty on European(Magstricht).

There are currently 28 Meber States of the Union. It is based on the European Communities and the
Member States cooperation in the fields of Common Foreign and Security Policy and Justice and Home
Affairs. The five main institutions of tHeuropean Union are the European Parliaméine Council of
Ministers, the European Commission, the Court of Justice and the Court of Auditors
(http://europa.eul).
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1 Introduction

The @al of work package four (WP4) is to provide data subjects witio-galledd ¢ NI y & LI NBy O¢
RFaKo2l NR |y R(in e ilibwm referkdtl 16 &< privacy dashboattpt serves as

control panelfor them to access and assess thag@rsonaldata a controller and possible additional
processorsthey are concerned withprocess for a variety of purposes. Furthermore, data subjects
shall be able twoectify or erase inaccurate data, review givaamsent, or withdraw itAllthese actions
require interaction and communication with the respective controll€he privacy dadboard is
supposed to ease this interaction and communication by defining concrete tasks and actions that can
be triggered by th data subject or controller and by structuring information required by the controller
G2 | OG dzl2y GKS RIhi§ way datzipd@/ac) dofrarns N& Ipelzhisicll xgressed,
transmitted, processed and automated by definindousiness processdan accordance with existing

laws.

bS¢g Sl NEIljdZANBYSyGa AYLRaSR o0& GKS 9dzaNRLISI Y
(GDPR), which came into effect in May 2018, emphasize the significance of priaatdyancing
technologies such as privacy dashboardsticle 5 of the GDPR defines multiple personal data
processing principlesuch aslawfulnessand fairness, purpose limitatiorf, data minimizatiorf,
accuracy, storage limitatiort, integrity and confidentiality; andaccountability. We argue that e
transparency principlg which isnewly introduced in Article 5 of the GDPRquires innovative
approaches to realize this personal data processing prindiple.to its vague expression in the legal
text, controllers and processors are left in uncertaintyen it comes to required actions that need to

be taken to be compliant wh this principle Moreover, it is not possible to provide data subjects with
transparency by simply showing them all their personal dagacontroller processed of thenThe

vast anount of information and the frequency in which it is processed will ohehm the majority of

data subjects. To provide data subjects with the right information they require to express reasonable
data privacy decisions is the key challenge of WP4.

For the reason, activities in WP4 address reseangti user studiesn particubr in the fields usable
privacy, data visualization, consent management including alternatives for privacy policies and
innovative consent interfaces, policy expression of accessisage policies, and the general research
fields privacyenhancing technalgies (PETS) and transpareranhancing tools (TETS).

WP4 started atM9 of the project, i.e. September 2017, and tliiisal version of thedeliverable is
written and submitted in moth 35 of the project, i.e.November2019. The first version of this

1 Regulation (EU) 2016/679 of the Europdzarliament and of the Council of 27 April 2016 on the protection of
natural persons wvih regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation), OJ L 11®1 6l.5.288 [hereinafter GDPR]

2GDPR art. 5(1)(a)
3GDPR art. 5(1))b
4GDPR art. 8{(c)

5GDPR art. 5(1)(d)
5GDPR art. 5(1)(e)
7GDPR art. 5(1)(f)
8 GDPR art. 5§fa)

®GDPR art. 5(1)(a)

D4.5 Transparency déboard and control pandinal release PU
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deliverable P4.1 Transparency dashboaeshd control panel release \Jwas submitted itM16 of the
project, i.e. April 2018. Version(R4.3 Transparency dashboard and control panel rekea®) of the
deliverable extendthe firstversionanddocuments our efforts takenince the beginning of WP4 until
M25 (i.e. March 2019)Vith D4.5 Transparency dashboard and control panel final releaseextend
the second version of this repgrtiocumen our efforts taken between M25 and M35rgsent and
discuss our final results, concludend provide and outlook for future work

D4.5 Transparency déboard and control pandinal release PU
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2 Goabkand scope of the dashboard

Thistarget of this chapter is to extenthe introduction by formulating, defining, and mawing the
objectives of thadashboad, which embody the overall scope of WP4. The following subsection gives
details on how these objectives are addressed and approached inMA&4he scope ofhe individual
deliverableswill be defined.

2.1 Overall scope of WP4

Figurel depicts a mind map of thprivacy dashboarderived from the SPECIAL propo3&lerefore,
keywords used in the proposhhvebeen extracted and classified into functional componentthef
dashboard (colorized gen) and general attributes or requirements of the dashboard (depicted in red
squares)Based orfigurel, the objectives of the dashboagdte discussed in the following individually.

Access and usage

policies Policy templates

Event log/

Consent engine
provenance

Transparency
Access data dashboard and Privacy-enhancing
control panel

Breach

Usable
notification

Performant and

S
scalable ecure

Figurel: A mind map of the transparency dashboard and control panel derived from the SPECIAL proposal.

2.1.1 Functional components

ACCESS DATA

Theprivacydashboar@® main purpose is to offer data subjects an interface to access and assess their
personal data that is processég a single or multiple controllers and processibiat act on behalf of

them within a specific context foone or multiplepurposesWe arguethat, in order to be compliant

with the GDPR, controllers must introduce, develop, or adapt privacy dashb8edset al. (Biereet

al. 2016)formulate the same assumptio@ata privacy rights like the right to rectification or the right

to erasure require data subjects to access and assess their personal data. This includes in particular all
personal data not jst the informationthat the data subject deliberately and fulware disclosed to

the controller, but also data obtained from other sources like third parties (such as advertising
networks for example), dataneasured by sensors (in pécular Internet of Things device3,
information provided by the data subject in pidby available online profiles (Facebook, LinkedIn, and

D4.5 Transparency déboard and control pandinal release PU
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suchlike), andhferredinformationgained from Big Data applications. While all this information needs

to be made accessible to the tdasubject, it is also of importance to make it digestible fue tlata
subject. Providing access to the data does not necessarily imply transparency, thus a strong focus on
usability needs to be laid.

EVENT LOGPROVENANCE

In addition, meta information@d provenance data aneeededto provide full transparency to thdata

subject. This includes the purpoaad the legal basis of the processing, involved processors, context
information like time and the physical location of the processing senas@which safeguards are

FLILJX ASR (2 LINRGSOG {d#&sin delivrableDi 8008c$ Gansparendy)amiB 2 v | f
compliance guidelines V{Section 3.1a complete list ofprovided information can be foundThe

specification of the event Idg data forma is part of work package tw@NVP2)and isdescribedin
deliverableD2.3 Transparency Framework Vdnd D2.7 Transparency Framework \i2 detail. The

SOSyild t23Qa @radzatAllIGAZ2Y FTYR GKS ARSYUGATAOI (A:
informationare major challenges addressed in WP4.

ACCESS ANCBWBGE POLICIES

The «pression of access and usage politigsdata subjectss a further functionality the privacy

dashboard can offeiThe underlying policy language SPECIAL intratlinc®/P2 (see delivablesD2.1

Policy Language VAndD2.5 PolicjLanguage Vishall be used for these policidggal requirements

of the GDPR shall be expressed and formulated with it. This way, SPECIAL aims to enable automated
compliance checking with the GDPR. Violatifithe GDPR could be prevented in réale during the

processing of personal data. WP4 will offita subjects an interface to express policies in various

forms. For examplea withdrawal of consent for a specific purpose will be reflected with thecpoli
fly3dzZ 3Sz a2 (KS Ranbé apgieddadnds) immadiately This sahd applids fod

the right to rectificationand erasure.WP4 will avoid complex interfaces with many options, so data
adzo2eSoiQa gAatft y20 o0 SlicyNdSdpabgd 2Bl Rvhile ill ukiggRS NR G YR (0 K S

POLICY TEMPLATES

To reduce complexity, policy templates are offered to data subj&asearck{Liuet al. 2016)hows

that users can benefit from sealled privacy recommendations in order to enhance their gaizacy.

The definition othose privacy recommendations depends heavily on the context of the controller, the

purpose of the processing, and the data subjé Q& LINA @I O&8 LINBFSNBYyOSaod ¢
reasonable policy templates is a challenge of WP4

CONSENT ENGINE

The onsent enginds another core component PECIALL is supposed to allow data subjects to
review consenthat waspreviously givento give informedconsentfor additional purposes offered by
the controller, and to withdraw conseiif necessaryWP4 pursues two main goals: (i) designing and
implementing consent interfaces that make consent actually (and measurably) informeandii)
furthermore, find mechanismi prevent data subjects S A stared@wagby consent request for
example by informing about the risks and highlighting the benefits of the data disclosure

BREACH NOTIFICATION

The breach notification is a legal requirement of the GDPR obliging controllers to properly inform data
adzo 2S00 Qa Ay Ol &signifieadcaslempRasided byadddt-d@i&bteach incidents like

D4.5 Transparency déboard and control pandinal release PU
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the Equifax cas@or the Cambridge Analytica arthcebook scanddl As stated in the introduction,

the dashboar@ intention is to ease and structure interaction and communication between data
subjectand controller. Ircase of a data breach, data subjects can be provided with the most relevant
and urget information and recommendations to react upon data breaches. Controllers might benefit
from a standardized, uniform, and automated mechanisnablingthem to be compliant with the
GDPRWP4 aims to identify the relevant mfmation data subjects neeahd how this can be presented

in a usable and usdriendly way.

2.1.2 General requirements

PERFORMANAND SCALABLE

The dashboard must be performant asdalable, this means, it must be capable of handling a vast
amount of data, while keeping response times witaireasonable time rangd&.o achieve this, stress
tests with unrealistic amounts of dataould be conducted. Additionally, mechanisms will be
implemented that limit the amount of data displayed. This also contributes to the usability of the
dashboard. An synchronous execution environment enables the application of techniques like lazy
loading to optimize response times on a figeined level.

SECURE

The dashboard must bgsecure sincet is used to access sensitive personal ddtae security risk

involved by introducing the privacy dashboard (as an additional mean to access personal data) must

be limited to an absolute minimunThe highest degee of security can be achieved by deplaythe

dashboard within the controll@ R2 Yl Ay > GKAA& 61 &3 ( KrémaRdiniits & dzo 2 S
SYGANBGE 6AGKAY K SOnbyamallicNiKs th& thdxdata sulyfeEtMEangs o Kektievii dzNE ¢
are transmitted to his or her local machind=or this transmission statef-the-art encryption

techniques are used thaiffer the highest possible securitipata retrieved by data subjects wllé

deleted after every session or encryption at fést appliedt2 & SOdzZNBE G KS RFGF 2y Gf
machine from accedsy possible malicious software.

PRIVACYENHANCING

It must be privacsenhancing to an extent that the introduction of a new security isgkistifiable Data
subjects must be able to use it tolfiitasks that actually enhance theiath privacy. These tasks do

not only have to be fully implemented, but also the definition of these tasks is crucial. What tasks
within the context of their data privacy do data subjects expect and need in ordeake miecisions

that positively affect the data privacy?

USABLE

It must be usable by a variety of user groups and types in order to serve the purpaarsparency
enhancing tool and privaegnhancing technologyAs already stated above, providinguisparency is
not trivial. Transparency is enabled by granting access to the blatatill requires a usable and user

10 Equifax Suffered a Hack Almost Five Months Earlier Than thte DRaDisclosed- Bloomberg.
https://www.bloomberg.com/news/articles/20109-18/equifaxis-saidto-suffer-a-hackearlierthan-the-date-
disclosedlast accessed: 04/16/2018.

11 Facebook and Cambridge Analytica cda class action lawsuit - The Guardian.
https://www.theguardian.com/news/2018/apr/10/cambridganalyticaand-facebookface-classaction
lawsuit, last accessed: 04/16/2018.

12 Encryption at Rest Google Cloud https://cloud.goagle.com/security/encryptiorat-rest/, last accessed:
04/26/2018.
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friendly presentation so data subjects can interpret and comprehtredimpact of thepresented
information on their data privacy.

D4.5 Transparency déboard and control pandinal release PU
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2.2 Scpe ofD4.1, D4.3 and D4.5

To narrow the scope ohtsdeliverable the descriptionof D4.1, D4.3 andD4.5in the proposals used
besides the above given explanation of WP4. The delivesabdelescribed in the proposal as follows:

Grhisrelease wil y Of dzRS L2t A0é +tyR S@Syid RIFGF @Aadz tfAal
- Description of D4.1 in the proposal

GThis retase includes improvements to the policy and event data visualisation (T4.1) and system
interaction (T4.2) and new visualigms to support the transparency and compliance functionality
(T4.1&T4.28.

- Description of D4.3 in the proposal

& ¢ K@l release will incorporate all feedback from the inhouse robustness testing (T4.4), pilot
evaluations (T5.1, T5.2), and hackifiglct t Sy 3Sa o ¢ pd

- Description of D4 in the proposal

It might be helpful to cite the descriptions ofthe abovementioned tasks T4.1 Transparency
dashboard and control panelT4.2Consent engine and feedback mechanisemd T4.4 Front end
usability teding.

G!'y AYUSNIOGAGS RIF&AKO2INR gAff LINRPDARS SyR dza €
data based on the provenance/event data. In the context of our use cases, the dashboard will be
specifically tailored to cater for these Big Data traithe bol will also enable users to verify that data
processors and data controllers are complying with both access and usage policies and with the data
protection legislation. Given the volume of data involved, the dashboard will be highly intuitive and
flexible, making it easy for the user to pull data based on different contexts. Particularly, the
dashboard will allow for checking policy templates in terms of legal requirements (cf. T2.2) but also
other easy to understand and-tzd S & O y y StRetfanid? dolicyeinBades, deyeloping a
1AYR 2F a4/ NBIFGAQDS HABKN2YRE A DOEK
- Description of T4.1 in the proposal

GhyS 2F GKS OKIFffSyaSa FFOSR o6& 2dzNJ dzasS O &as Lk
LJ2 & & S &b us@ befaDse they do not have the consent to do so. The consent engine feedback
mechanism, which will be embedded into the dashboard, will provide the data subject with the ability
to highlight data that is inaccurate and to specify new or updatetiegig®d S a & k dza I S LJ2 f A

- Description of T4.2 in the proposal

G¢KAE GlFal ¢oAff 0S RSRAOIFIGSR G2 GSadAy3a GKS NRO«
the task is threefold: (i) to stress test the individual components and the dashtatarih terms of
performance and scalability; (ii) to validate the usability of the dashboard; and (iii) as per T3.6, to
SELR&S (KS FNRyld SyR (G2 2Ly LSySiN
- Description of T4 in the proposal

D4.5 Transparency déboard and control pandinal release PU
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The tasks T3.6, T5.1, T5ahd T53 will not be addresseéh this deliverable as they are addressed in
the following deliverables of the corresponding work packages. See:

1 D3.5Scalability and Robustness testing report ¥ T3.6
i D3.6 final releasdor T3.6 T5.1 T5.2 andT5.3

D4.5 Transparency déboard and control pandinal release PU
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3 Concepts & design decisions

This chaptepresentsand discussetheoretical concepts for the privacy dashboard and the consent
interfaceswith the aim to make the designs and different approaches more comprehensible.

3.1 Concepsfor the privacy dashboard

Asstated above, thevisualizationof data is a majochallengefor the design of the dashboard and a
central concern of WP4The main question is, whether uniformdesign for a useinterface for all
kinds of controllers and data subjectsrealisticor not. An alternative would be tbuild a specific
privacy dashboard for every controll@nd for every user group or type. So, in a first step it is
reasonable to identify factorthat the appeaance of the privacy dashboard depends &ge Figure2

for an overview.

Law (GDPR)
User Controller
groups . |ts.
domain
\ A
Dashboard
Tasks > Data

Figure2: Identified factors that the privacy da K 6 2 I NR Qrice depehd$ dn Mtludingrinciple
requirements like usability, legal, or business requirements

In general, the ppearanceof the privacy dashboardepends heavilyon the controllerand its domain
Most controllers have a dedicatdfandingthat customers expect to see whenever they interact with
the controller. The saalled corporate design is a central building block of thpaate identity,that
helps users identifpgand verifyngthe controf S did@rditys in application scenarios in which no real
persors are present (like the Web)The branding is an importamequirement thatshouldbe taken
into consideratiorwhen deeloping the prototypedecause itnassively influences the appearance of
the privacy dashboard.

Legal requirements are derived from the legislation, which to some extent depends on the domain of
the controller, since different business domains are subjedifferent regulations However,WP4
only considers legal requiremenfrom the GDPR.

D4.5 Transparency déboard and control pandinal release PU
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DIl adzoaSOda AyTFt dzSy O S sinteiiir dxpéfiedt Wit coRputerk ané theNR Q &
Internet is a key factor for the usability of the privacy dasdnigio In addition, data subjects vary in

terms of age, education, and attitudes (towards privacy in particular), thus their priorities of refevanc

of information provided by the todheavily differs Furthermore, he user groupsand typespartially
dependon the controller and its domain. Considering thabogle for example concerrs potentially

all kinds of usersncludingminors whereascontrollers likeTinder are only used by data subjects of

legal ageThese two user groups do not only differ in aget &lso in multiple other characteristics.

The tasks that the privacy dashboard is intended to fulfil is another key factor that its appearance
depends on. The tasks and how they are executed determine whether a component like a button is
needed or in whih order components have to be aligndthese tasks also depend on theédressed

user groupssince different usesmay execute different tasksane often than others or execute some
tasks nofat all, while others on a more frequent basis.

The personal da in question massively influences the appearance of the privacy dashboard. Its
subject, context, and domain determine what is displayed and how. What kinds of data categories are
displayed also depends on the controller and its domain.td@ibles and hovthey are executed mainly
influence the way the data is displayed. For example, if data subjects just want to review |alzdtion

the address in plain text may be sufficient, whereas the rectification of a location infornmatigrbe
easierfor data subjets to realize on an interactive map with a marker.

Choose an action. Which data? Which data? Select a time range
[ Access data | » | Provided by me |-—> | Text ‘ > | From | =
‘ Rectify data | | Obtained from others : | Images j | To |
{ Erase data | | Computed | | Audio ‘
v
Based on From whom?

| Data | provided | -y | All } .

| Data others provided } | Source 1 }

| Both ‘ | Source 2 ‘

'

Figure3: A wizardlike design that guides data subjects through a series of questions leading them to the
desired information or action.
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Gender Education

O

Name

Profession

Figure4: Agraph visualizing what information wasprocessed and combined and what informatidmasbeen
derived from that combination.

The identified factors shall help to classify different design approaches. We designed examples for
taskcentric design approachesge an example ifrigure3) that put the focus on the tasks data
subjects want to fulfil and dataentric design approaches (like depictedrigure4) that lay focus on

the data itself and emphasize metaformation within the context of the processing. Usmmtric

RSaA3ay I LIINRIFOKSa Fylft232dzafteé | RRNBcariric desigh RI G

approahes are very controllespecific designs that address particular privacy matters of &aibar
and its data subjects. Controlleentric designs could be realized within existing user interfaces of the
RFEGI O2y NRBff SNRa aS MdiddOdlizated doipgoruizior pAvylcy NatersdzO A y 3

3.2 Consent interfaces

SPECIAL aims to designd implement new and innovative consent interfaces that enable data
subjects to giveactualinformed consent, while at the same time strengthmemtheir confidence in
data disclosure and information sharing with controllers and processors. This appedrs &
contradiction intuitively User studiegLai et al. 200&)onfirm that users, when askl, tend to disagree
with data disclosure for purposes like tracking or profiling. Howestadies addressintpe extensively
researched privacy calculus the@Bjinev and Hart 2008uggest that data subjects are willingsioare
their information when dfered something in return.

Our goal is to better inform users about what they are agreeing to, while simultaneously providing
them with more options to choosedm to express a consent statement that is acceptable for them
and to a certain extent represts their privacy preferences. On the other hand, we want to design
consent interfaces that controllers would use in practice. Therefore, the design of thesentons
interfaces should not lead to users blindly disagreeing.

During the project, we identiid four main approaches to improve the process of obtaining consent
(i) broad consent with reduced complexity, (ii) privacy plans, and (iii) customized consdr(iya
dynamic consentwhich will be discussed in the following individually.

D4.5 Transparency déboard and control pandinal release PU
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3.2.1 Approach: Boad consent with reduced complexity

Choose your privacy settings

Sign up for free for intelligent lifestyle recommendations
tailored to you.

At least one of the following data categaries is needed o make
recommendations

You can benefit from better event recommendations by
telling us what you're interested in. But you can also use

' Heartrate data v our service without giving us any data.

@ General events

For general event recommendations we ©

° Location ~

don't need personal data. However, it could

Your smartphone and our GSM network allow to track happen that we inform you about events
your location, . . .

you're not interested in.
Yes, | agree that BeFit uses my location data

based on my smartphone.
9 Location

Oﬁ\\? Personalized events

Your smartphone and our GSM network allow to track [ ] Age data v
your location. - For personalized event recommendations o

we use your location information, TV and
Yes, | agree that BeFit uses my location data 4

browsing behavior in order to inform you
based on my smartphone.

o
_IR- Calorie consumption v about events that interest you.

Cvor | e | =

Figure5: Examples for broad consent with reduced complexity

¢2RIF@Qa YIAY LINE adt herregaited User idtergtiios huti what dhis interaction
supposedly represents, namely that the user read, understood, and entirely agrees with the privacy

policy of the controlleffor a particular service (or multi@ servicesat the moment consentsi given

FYR @FfAR FT2NJ Fff adzomaSldsSyid aoSyrNRz2a Ay 6KAOK
context the user may be at that moment.

It appears obvious that such a statement cannot be made by simplygiakiheckbox right before the
servie was ever used and often without any background knowledge of the technologyearthe
controller. Yet, this isi 2 R lm®ddsgioperandi and users developeal habit to blindly agree with
whatever they are supposed to agr with in order to use the servick.could be argued that consent
obtained from interfaces that force users to read an excessive amount of text, to entirely agree with
its content, and without any means that help users to understand its content, iegally valid, since

a vast number bstudies show that users do not read privacy policies. Thus, consent obtained through
such interfaces is not informedtt.can be further argued that this consent is also not freely given, since
users are left with no abice other than to agree and use tlservice or disagree and do not use the
service. There are many scenarios in which users are pressured into using a service and agreeing with
the personal data processing implied by fiotr example services, which are ployed in working
environments.

Figure5 shows alternative approaches to conventional text walls, namely interactive Ul elements that
are supposed to explain the uséi): which data is processed, (ii) for which purposes, (iii) stored where
and for how long, (iv) ahwith whom it might be shared. In addition to the interactivity, users are
offered more options to express their preferences, i.e. users are given theediooagree or disagree
with certain personal data processing practices (for example which datgagt¢hey want to share

with the controller and which not)l'his unavoidably requires controllers (service providers) to adhere
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G2 GKSANI dza SoNfarard Ghése xldiSes ontoyalRlevéls of their software stack. This
challenge is addressed bye SPECIAL policy language and the compliance checker.

3.2.2 Approach:Policy templates or pvacyplans

Purposes of processing personal informatizan becategorized into two categories: (i) useeneficial
and (ii)controller-beneficial

The first categoryansists opersonal data processing for purposes thata subjecs can benefit from.

Any kind of ervice (for which processing of personal data is required), which is perceived as added
value by the data subject, falls into this category. Examples f&r ¢hiegory are: messaging
applications, navigation services, location sharing, social networksaridike.

The second category contains purposes that primarily serve the data controller such as profiling for
targeted advertising, tracking to improveddiling techniques, or requesting additional external data
sources for information of the data sudajt. Consenting to one of the abovisted purposes does not
imply a direct benefit for the data subject. Thus, users tend to not consent to those kindssofpl

data processing practices unless they get something tangible in return.

Giving consent tohe personal data processing practices of a particular service of a data controller is
usually realized by ticking a checkbox labeled with a text that isadwt similar tod L Q@3S NB I R
FINBS G2 (K STickilngIh&dhéaRboxligaipposedniply that the data subject has read,
understood, andentirely agrees with the privacy policy of the controller. The privacy policy itself
contains relevantriformation about the types of data processed, for what purposes it is processed,
and with whom it$ shared. The GDPR binds given consent to a specific purpose, thus emphasizing the
significance of the purpose. This design approach, presenteigjimes, addressesghe significance of

the purpose.

D4.5 Transparency déboard and control pandinal release PU
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Less data disclosure / More data disclosure / Custom disclosure /

basic functionality advanced functionality and functionality

Features Features Features Features

Publishing texts v Publishing texts v Publishing texts v Publishing texts 0
Photo upload Q Photo upload v Photo upload v Photo upload (%]
Video upload (%] Video upload v Video upload V4 Video upload (7]
Voice messaging 0 Voice messaging v Voice messaging v Voice messaging 0
Location sharing 0 Location sharing 0 Location sharing v Location sharing 0
Location-based Q Location-based Q Location-based v Location-based (%]
recommendations recommendations recommendations recommendations
Personal data processing Personal data processing Personal data processing Personal data processing
Authentication v Authentication v Authentication v Authentication (7]
Logging v Logging v Logging v Logging (2]
Profiling Q Profiling v Profiling v Profiling (%]
Location tracking 0 Location tracking 9 Location tracking v Location tracking 0
APPLY APPLY APPLY APPLY

Figure6: Data privacy plans to easily and quickly choose a privacy setting that reflects the privacy preferences
of the data subject.

Figure6 shows three data privacy plaasd a forth option to customize a plan on a firggained level.

The three plans are in this cadess data disclosure/ basic functionalitymore data disclosure/
advanced functionality andmost data disclosuremaximum functionality. These plans are sppsed

to be predefined by the data controller who is aware of technical requirements that need to be
considered at this point but also is given the chance here to formulate acceptable compromises. For
example, tle controller cannot offer the data subjecbdationbased recommendations without
processing the physical location of the data subject. Or the controller is only willing to provide the data
subject withuserbeneficialfeatures(here photo andvideo uploadand voice messagingnly if being
allowedto profile the data subject.

These privacy plans are supposed to be easy to understand by the users and should represent a clear
FYR aAYLX S aidlridasSySyiday GCKAA AAa glKehdosedtieaaosB SG > A
privacypreserving optionand later change their mind when they gained more trust towards the

service or its provider. This approach however, has some challenges from a legal point of view. First,
AGQa 1 O1Ay3 Ay Ted tdledisdloged in a ftivady polidySihidvdatjodziued be

incorporated without destroying the readability of the individual plans. Second, users could be easily
nudged into toleratingnore data disclosure for the sake of a single feature they wanise. Even

worse, this feature could be aore functionality of the service. It is debatable, whether consent
200FAYSR FNRBY 4d0OK +Fy AYGSNFFIOS Aa aFNBSteé IAPS

3.2.3 Approach: Customized consent

If the data subject has choseto configure a customized data privacy rplde or shecould be
presented the consent interface depictedrigure7. The idea is that data subject and controller enter
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a negotiation process, which results in a consent stateroéthie data subject, which is acceptable by

both parties.

Consenting tocontrollerbeneficialLJdzN1.J2 8 S& O2dz R &SI Ny ¢ OKiR So $&I di & LIG i
to acquireuserbeneficialservice featuresThe values are supposed to be predefined by therodler.

This way morecontrol can be offered to the data subject but limited by the individual values for the
purposes to implicitly addressgh O2 y i N2 f f SNDa Ay GSNBaitao

m

Personal data processing Features

Authentication O Publishing texts
+50 points -100 points

Logging O Photo upload
+50 points -100 points

Profiling O Video upload
+600 points -200 points

Location tracking O Voice messaging
+1000 points -300 points

Location sharing
-500 points

Location-based recommendations
-500 points

APPLY

Figure7: Consenting to purposes (that the controllerb&¥ A 1a FNRB YO Fff26a& RIGF &dzoaS(
desire.

This prototype does not meet the legal requirements and would need to be extemdedeet legal
requirements of the GDPR. However, it is conceivable that this design encourages more tizardisc

(with reference to one of the goals of WPBlgure8a K2 ga | O2y FTAAdzNF GA2Yy HAGK
the data subject might consider using (by consentingPtmto uploadfor example). This design

approach gives personalath a concrete counter value. However,wbuld haveto be carefully

evaluated whether data subjects perceive this interface and the interaction with it as giving consent.
Reviewing the situation iRigure8 again, it $ questiondle whether all data subjects understand that

GKS&8 AYLXAOAGEE FEt26SR GKS RFEGF O2yGNREESNI G2 :
the purposelocation sharingdespite not consenting to the purpos®cation tracking.

This is a very @erimental approach with open expectations for results. Howevereé&nss very

promising and worthwhile pursuing 2 Ay @SaiA3r S GKAA | LIWINRBF OK® ¢ K
explicit and informed consent for privacyitical purposes ke profiling andlocation trackingare

considered and addressed in this design. On the other hand, data subjects have actual control on a
finer-grained level. The current modus operandia#i-or-nothingg i2e. data subjects either must agree

with the privacy policy andse the service or disagree with the privacy policy and not use the service

at all, although they might agree with the majority of personal data processing practices of the data
controller (Steinfeld 2016)It is furthermore imaginable, thdhis approachdads to more informed
O2yaSyid airiyoO0S RIEGlF &dzoaSoda éAaftft IAY (2 YIEAYAI
being aware what they consented to and what not.
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m

Personal data processing Features

Authentication Publishing texts
+50 points -100 points
Logging Photo upload
+50 points -100 points D
Profiling Video upload
+600 points -200 points
Location tracking O Voice messaging
+1000 points -300 points
Location sharing
-500 points

Location-based recommendations
-500 points

APPLY

Figure8: A customconfiguration allowing data subjectso consentto the processing otheir physicallocation
without allowing the controller to track their locationor give locationbasedrecommendations

3.2.4 Dynamic consent

One goal of SPECIAL is to rethink and redesifgmggionsent to personal data procesgiantirely. In
Section3.2, we described concepts for innovatigensent interfaces that keep the general approach

of asking &r consent during the service subscription. This approach has aiasgvantages, which

lead to usergiving uninformed consent. Besides the sheer amount of text that privacy policies consist
of, the contemporary irrelevance of most of its content hindeseus from carefully reading through

the privacy statement. Moreover, even if doubts arise from regdire privacy policy, there is no mean

to express, communicate, or negotiate them with the controller.

Privacy policies cover all data processing scesatiowever, not all scenarios are equally relevant to

all users. Often it is also dependentont@ 8 N a dzal 3S 2F GKS &SNIAOSP |
usea certain feature of a service at all. Therefore, one might argue thiatitore reasonatd to ask

for consent when the processing of personal data becomes necessary in order to fulfil3HéIDs
requests.Similar to how the mobile operating systems iOS and Android ask users for permission to
access certain resources of their smartphpmdéien he user is about to use a certain feature that

makes access to a certain resource necessary.

We introduce our concept of dynamic consent in SPEGh&IFigure9®3, for an exempary application

of dynamic consent ianevent recommender use casé/e identified three phases around the concept

of dynamic consentnotice, transparerty, and control. Dynamieconsentenabled service need to
communicate this novel approactt their users during the subscription for the service. Otherwise, the
O2yaidlyd aSyRAy3a 2F O2yaSyid NBI| dzSartbesefore,2hdafstR O2 f
phase should focus on giving notice.

13 Access online viattp://dashboard.specialprivacy.eu/Storyboard.pfay full size.

D4.5 Transparency déboard and control pandinal release PU


http://dashboard.specialprivacy.eu/Storyboard.png

SPECIAL

Page22 of 83

Notice

say
i explicitly or i) implicity.

Transparency

Tha sarvies provider processes
A ta ey

Cansequrtly, the goal is ta reduce
the rumber of requests by pursuing

Convent requasts see desied autorsalically.

(A) Anslyzs the dsta
(B) Toke past decisions inta acoourt
€) Consider user preferances

]

Alice can express poiicies to prevent pracessing,
‘which rwweals har lozation. She can oither specily
1958 OF POMLE-OF-MBSIE

The request is automatically snworedt
according to the user's past decisions,

Control

Figure9: Storyboad for the concept of dynamic consent regarding the user interface

The main phase is called transparency, since the user should be aware (or at least able toeh®fawar

: PAlE

any data processing during that phase. Despite the user benefitting from enharzsexpairency, we

found this phase aachallenge for the user. We assume personal data processing to occur often and
in a high frequency. Thus, consent requests woddént to the user at the same rate. Likely, users
are not willing to undergo such cumberae process only to protect their privacy. For this reason, we

designed strategies to massively reduce the number of consent requests to a minimum.
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The main striegy is assuming consent is given, when the user does not respond to a consent request.
Thisis not really conforring with the privacyby-default paradigm but does not differ tomuch from
G2RIF&Qa NBIfAlGe 2 THowdBeNEURapprdach BytbénhhaveslidNie GeSciibedway ®

if the user is in a privaesensitive context (e.g. the asis in a table dance bar). This requires the system

to detect such a privaegensitive context. To achieve this, linked data and semantic web technologies
are usedWhenthe userisin such a situation, all consent requests that are sent to the usengitinat

time are rejected by defauldditionally, users are able to define certain situations (in our case areas
or locations)hy themselves in which consent reqteare rejected by default.

Another strategy is to learn from past user decisiofise sgtem can remember user decisions and
with the help of statistical analysis determine certain combinations, which always led to a certain
decision. For example, coudduser always reject consent requests that involve location data stored
outside of the EUQOr users consent to almost anything that involve a specific purgése such
occasions, the consent request could be hidden and only indicated with an icon. Hhteevaser
would be able to see that personal data is currently processed, but, if cagat@rith other things, not

be bothered with it.

Apparently, both approaches hold potential for errors. Therefore, the user must be able to make
corrections when necsary For this reason, we introduce the phase control. There needs to be a user
interfacethe user can address privacy concerns to. Here, the user must be able to review all consent
requests and their decisions (whether there were done by the user orsyistem).Withdrawing
consent must be fast and easy, since the user might want to make multiple corrections.
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4 Privacy Dashboard

This chapter presents thdifferent statesof the privacy dashboardeveloped during thdast 27

monthssince the begin of WP#4 imonth 9 The prototype has been developeda¥/eb application
realized withHyperext Markup Language (HTMDascading Style Sheets (C&8) JavaScript using
the JavaScript frameworReact*. To adapt statef-the-art design pinciples for such kind fo

applications and to ease the process of stylb@ 2 3t SQa a Pguidlihes WereFolcivéd3 y

Therefore, the React librarynateriakui ® has been usedin the following screenshots and
corresponding descriptions will be given to describe the prgiettextually All versionsof the privacy

dashboardsource code and a demonstration) are published on GitHub.

4.1 Privacy Dashboard V1

This section presents tHest version of he privacy dashboard as b#.1 Transparency dashboard

and control panel releas V1, which was submitted in month 16 (April 2018)an be accessed via
https://specialprivacy.ihub.io/D4.1-PrivacyDashboareDEMO/and the source code is available at

https://github.com/specialprivacy/D4 -PrivacyDashboard

Privacy dashboard H

Tue Aug 01 2017
You disclosed your first name to the controller.

- Loga:
Janathan ﬂﬁ
Tue Aug 01 2017 :

You disclosed your email address to the controller.

jonathan.doe@example.com

Tue Aug 01 2017 :
You disclosed your last name to the controller.

Doe Emst-Reuter-Platz 7 10587 Berlin

a g

Data | provided

<]

Data of me provided by others

a

Data of my behavior

T 0 A @

Inferred data about me
Technical University of Beriin

S <

<]

Text

Image

[< <

Audio

Tue Aug 01 2017

You have been oberserved browsing this website. : privacy @tu-berlin.de

<]

Video
Ipellentesquelultrices/mattisiodia/donec. jsp

Privacy policy

Tue Aug 01 2017 i
You have been oberserved browsing his websila. —
18700101 facihequelduis/bibendum/morbi. png .

2017-11-01 Tue Aug 01 2017 i
“You have been oberserved browsing Ihis website.

Iparturient jpg

© 0 ~ @3 I

Lacation

E < |

Tue Aug 01 2017
You have been observed at this location.

9

Figurel0O: Thepreviousversion of theprivacy dashboardstructured into three-columns.

As it can beeen inFigurelO, we have decided to followrather usercentric @nddata-centric) design
approach. In the left sidebgseeFigurel4 for a bigger image)data subjects find filter options to

reduce he amountof presented datalts intention isto easethe navigation throughi KSR |

atl

4 dzo 2 S

personal datawhich is assumed to be extensively large. Besides filtering personal data based on its

data type and time of its processing, we consider the eghof its processing. We therefore defined

14 React- A JavaScript library for building user interfadgtps://reactjs.org/, last accessed:4J16/2018.
15 Material Designhttps://material.io/, last accessed: 04/16/2018.
16 Material-Ul. http://www.material-ui.com/, last accessed: 04/16/2018.
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RFEGIE OFGS3I2NASa (KFG KIF@S 0 SéohonmySdide@rQ®OMINE Y . NHz
he defined for onlinesocial networksHere follows: & K2 NI RS&ONARLIiA 2y 2F { OKYy

1 Service datas any kind of data that is required in order to provide the service in question
(name, address, payment orimation).

91 Disclosed datds any data that the data subject intentionally provides onittlosvn profile
page or in their posts.

1 Entrusted datais any data that the data subject intentionally provides on other users' profiles
pages or in their posts.

1 Incidental datais any kind of data provided by other users of the service about the data subject
(a photo showing the data subject posted by a friend).

1 Behavioral datas any kind of data the service provider observes about the data subject while
he or she usethe service (browsing behavior).

91 Derived datais any kind of data derived from any other category or data source (profiles for
marketing, locatiortracks, possible preferences).

To adapt this data taxonomy for all kinds of domaime,removed the social network contex8ased
on the results of a user studye merged the data categorieService dataDisclosed dataand
Entrusted datanto a singlalata categorylftentional data). Our resulting data taxonomy fgesented
below:

1 Intentional datais any piece of datahe data subject deliberately discloses to the controller
fully aware of thedisclosure

1 Incidental datarefers to infomationrelating to the data subject shared by another entity with
the controller.

1 Behavioral datais anydata obtained from monitoring the data subject's behavior regardless
of his or her awareness of the monitoring.

9 Derived datais any information derivedinferred, orobtained from theother categories or
combination of them.

The data is presented in the midddthe screer2 NRSNBER OKNRy2f23A0Ftfte& 6S3A
entry from the top to the bottom. Each data item has its own visuapresentation, which gis

information on the time of its processing descriptiorand explaation of the processinghe data

category it belongs tdrepresented by an icon) arttle data itself. Asit can be seen ifrigue 11, for

eachdata entry a submenu can be opened with one click, which reveals the purpose of the processing

and offers possibilities to #hdraw consent for the purpose andctify or erase the data in question.

Withdrawing consent, requesting rectification, or eresiware actual legal requests that have to be
responded by the controller within a certain time according to the GDPRhough it is a goal of
SPECIAL to automate the application and realization of these requests, a formal notice is sent to the
controller, which documents the request and the deadline for the controller to respond to the request
(seeFigurel?2 for an example of such a message). The deadline is determined in an automated way.
The dashboard can help data subjectsianage deadlines of their data privacy requests engbli

them to keep track of pending requests and identify lapsed deadlines. This requires an overview of
messages sent to the controller, which can be sedfigarel3. Messagesire categorized into pending

and answered requests. Here, the data subject can review sent messages and the answers of the

17 GDPR art. 12(3)

D4.5 Transparency déboard and control pandinal release PU



SPECIAL Page26 of 83

controller to his or her request. Further requests and responses to answers from the controller can be
sent as well.

@ Tue Aug 01 2017

You disclosed your first name to the controller. Purpose:
Jonathan Authentication
@ Tue Aug 01 2017 _ Y withdraw consent
You disclosed your email address to the controller.
jonathan.doe @example.com /"  Rectify
X Erase

@ Tue Aug 01 2017
You disclosed your last name to the controller.

Doe

Figue 11: Representation of each data item by a visual component that gives contextrimf@tion on the
processing.

| hereby withdraw consent prior given for the purpose of Authentication according to the GDPR Article
7(3). Please respond to this request within one month (Sun May 13 2018) as ruled by the GDPR
Article 12(3).

> SEND REQUEST

Figure12: The withdrawal of consent is represented through a predefined writt@iotice that is sentto the
controller. The message can be edited by the data subject.

Messages to and from Technical University of Berlin

Pending requests

Request for erasure @ Qf“é"f,dm 2017 -
Mon Oct 09 2017 e

@ Request for rectification We accepted your request the affected data will no longer be processed for this purpose.
FriOct 13 2017

Answered requests Withdrawal of consent
Mon Jan 16 2017

Withdrawal of consent
Mon Jan 16 2017 I hereby withdraw consent for sharing photos of me.

Request for rectification
Mon Jun 05 2017

CLOSE

Figurel3: A message sectiogives an overview of pending and answered requests.
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Processing context Logo:

Data | provided ®
Data of me provided by others (Q . 'E
Data of my behavior ®
Inferred data about me ~ Name:
Data type Technical University of Berlin
Text A Address:
Image Ernst-Reuter-Platz 7 10587 Berlin
Audio J Email address:
| Video . .
o ° privacy@tu-berlin.de
Location Q
Privacy policy:
Time range
Privacy policy
1970-01-01 Review consent:
2017-11-01

Review consent

Figurel4: The left sidebar offes data subjects tdilter the presented personal data. The right sidebar gives
information on the controller in question.

Figurel4 shows the right sidebar that gives general information on the respective controller. General
information to contactthe controller either physically (name and address) or digitally (email address)
are given. Alinktoth® 2 y G NR f f SN A& Lddf data SubjectsJ® everOfd the Apalacy
policy (they probably consented to, when registering for the servideg.controller component of the
dashboard needs further attention in the next iteration to identify, which informai®relevant to

data subjects with regard to the data controller.

This first version of the privacy dashboard addressed several chaltefigthe data subjects privacy
rights granted by the GDPR (namely right to access, rectification, and erasure), (ii) the handling of a
vastamount of heterogenous data, and (iii) the categorization of this data according to its processing
context (i.e. he data subject provided the data, it was obtained from other sources, &tug.version
neglected the underlying event log and policy fatnof SPECIAL, since the log and policy language
were not fully specified at that timé/Ne used synthesized datarfthis prototype, which proofed
beneficial for the user tests we conducted on this version.
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4.2 Privacy Dashboard V1.1

This section presents ¢enhancedversion of the privacy dashboard asi¥2 Usability testing

report V1, which was submitted in month 8une 2018). It can be accessed via
https://specialprivacy.github.io/D4 -PrivacyDashboareDEMO/and the source code is available at
https://github.com/specialprivacy/D4 -PrivacyDashboardWe adapted the feedback dared in

GKS SINIeé dzaSN) dSada G2 AYLINROS GKS dzal oAt AdGe

Adjustmentshad been made to test how usergspond to a more abstract view. SE&gurel5, in

which the actual data items are concealed per default and an option to display a certain data item is
offered to the user (se€igurel6). Moreover, data items are aggregated over a certain time period
(for example a day) to reduce entries in the timeline. This way the privacy dashboard is less overloaded,
and data can be shown on demand.

SPECIAL privacy dashboard 1

Data processed on Tue Aug 01 2017
egories:

L
Data | provided & Processed da
Dl of e provided by others © @ Dami proviced . l E
Data of my behavior [l
@ Data of my behavior -
Inferred data about me ~
Technical University of Beriin
Data processed on Wed Aug 02 2017
Text A
Processed data cale gories: Emst.Reuter-Platz 7 10587 Beriin
Image -]
© Data of my behavior v
Audio J
privacy@tu-berlinde
Videa o A Infeired data about me v
Location 9

Privacy policy

Data processed on Thu Aug 03 2017

° Processed data categorles:

1670.01-01 .
Review consent
@ Data of my behavior v 4 .

2017-11-01

Data provessed on Fri Aug 04 2017
ries:

Processed data categor

@ Data of my behavior -

Processed data categories:

@ Dataof my behavior .

Figurel5: Aggregated data processing itemas teduce complexity

This small adjustment was made based on the feedback retrieved in the first iteration of the conducted
usability tests. The main goal of this attempt was to offer users (fewer) sursafitheirpersonal

data instead of the bulk of personal data at the beginning. This way, redundant or irrelevant
information can be hidden and relevant aspects easier identified. For the categorization we used our

27

personal data taxonomyThe interval ig KA OK A€S @BSNE 3ANR dzZLJSR Ayid2 2yS

determined dynamically based on the frequency of processing events occurring in the log.
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L]

Name.

Technical University of Berlin

Ernst-Reuter-Platz 7 10587 Berlin

privacy@tu-berin.de

& Privacy policy

/ Review consent

Data | provided ] Processed data categories:
Data of me provided by others < B oatal provided ~
Data of my behavior [o}
Inferred data about me ~ [}
Data typ
O Tex A
Image ]
Em
Audio J
Video (]
P
O  tocaton 9
Re
1970-01-01 o Processed at 19:32:16 for the purpose of: Video upload
2017-11-01
Data processed on Thu Aug 10 2017
Processed data categories:
% Datal provided ”
Data processed on Sat Aug 12 2017
Processed data categories:
## Datal provided o

Figurel6

D4.5

. Aggregated data processing items with expanded data item
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4.3 PrivacyDashboard V2

Thissection presentthe second versionf the privacy dashboard as of month 25 (January 2019). With

the second release of the privacy dashboard we enhance the eventdoglizationand address the
functional components: access and usagdiqye policy tempte, and consent enginéee 2.1.7).
Besides visual improvement&rsiontwo also aims to give users a broader view tbe data tre
controller processes, the kind of processing that is executed, the processobhgdd, and the physical

t20FGA2Yy 2F G(GKS O2y ( NPhisvefsiidwas dlsy pRblisHBOSEubD @i A

be accessed vilattps://specialprivacy.github.idd4.3PrivacyDashboareDEMO/and the source code
is available ahttps://github.com/specialprivacy/D4:BrivacyDashboard

ame: SPECIAL

e /\
: \\ ) Address: Rue Robert Stumper, 2350 Luxembourg, Luxemburg
!’( \\\ escripti
e The SPECIAL (Scalable Policy-aware Linked Data Architecture For Privacy,
R Transparency and Complance) project s a Research and Imovation Action
— funded under the H2020-1CT-2016-1 Big Data PPP call (Privacy-preserving Big
Data technologles, ICT-18-2016). The project started on the 1st of January
2017 and will continue for three years
SPECIAL e ‘o iwnusoecidkaivactaut
ail sddress:  privacy@specialprivacy.eu
'GENERAL INFORMATION TIMELINE

What data is processed and for what purposes?

20008 19288

2008% T £
ans

What kind of processing took place? Which data was used?

Figurel7: A screenshot givingn overviewof Version 2 of the privacy dashboard

As it can be seen iRigurel?, we abandoned the simple three column approaahd give the most

relevant information on the controlleé A y Of dzZRAYy 3 (G KS 02 ya dée&iipfios, i a
email address, and the2cy (i NB f f S Miihe tow o thedpagéTheitimeline of processing events
gra Y2OSR G2 Fy20KSNJ GFo (2 RANBOGt& LINBaSyi

processing practices. Tablesda(rather) simple charts are used to prowithe user with an overall
LIAOGdzNE 2F GKS O2y(iNRfftSNRA LISNER2YIFf RIFGL
guestions, we consider most important for users, who use the privacy dashboard:

What data is processed and for what purposes?
What kind of processing took plae&ad which data was used?

Where is data stored and with whom was it shared?

P 0 NP

Where is which data stored?

Each question is supposed to be answered separately incallsl cardwith the help of tabls and
charts. The stastics shall provide an overall picture without being tepecific. Therefore, the
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relatively broad data categories of the SPECIAL vocabulary suit well. The cards are supposed to confirm
(or not confirm) user exgctations.Users might expect that lcationbased service, for instance,
proceseslocation datapredominantly, while processing no health data at all.

GENERAL INFORMATION TIMELINE POLICIES

What data is processed and for what purposes?

Data category % Auxiliary Administrative

20.12% 19.6%
Activity data 20.22%
Anonymized data 20.10%
Audiovisual activity data 20.07% 19.77% Al
Arts Accounting
Content data 19.86%
20.36%
Computer data 19.75%

Browsing

Figurel8: A card to give the user general information on processed data for whichpurposesit is processd.

Figurel8 shows the first card, which gives information on the kind of data that is processed by the
controller and the purposes for which the controller procesgersonal data. On the tefiand side,

the top five processed data categories are listed in a table sorted by their amount of the total
processing logs. On the righéind side, a pie chart is given to visualize the amounts of processing logs
with regardto the processing purpose €k, all purposes that appear in the processing events logs a
visualizedegardless of how small their overall amount might be. It is important to note, that there is
no correlation between both visualizations, i.e. there da for example, no statemémade on
whether the (roughly) 20% of activity data figurel8) are evenly used for all purposes or only used
for one of the purposes.

In contrastto that, Figure19 shows correlations between procgag types and data categories used

for the processing. For each processing category, the correspgrahta categories are stacked
according to their amount of processing events with that specific processing type. From that diagram
it can be for instancenferred that more tharonefifth of the data that is anonymized is activity data

or that approximagly onefifth of the data that is aggregated is audisual activity data.

Figure20 and Figure21 are similarto Figure18 and Figurel19. They aim to provide the user with
AYF2NXYIEGA2Y 2y GKS LIK@aAOFE 20 GA 2 yd BedidesitteNI? S NA
physical location the SPECIAocabulary also addresses the sovereignty of these servers. Is the
controller fully in charge or are other parties involved? Who retrieves my personal data and which
privacy practices do these thiqgarties hav@ These questions are not answered by thedcfigure

20) but a general tendency is given. When in doubt because the chart doemddogssii K S dzd S ND a
expectation, tlen the user is able to further navigaie the privacy dashboartio answer those

guestions.
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What kind of processing took place? Which data was used?

1
Analyze Anonymize

[ Content @ Computer Audiovisual activity | Anonymized I Activity

Figurel9: A bar chart to visualize correlations between kinds of processing aategories of data.

Where is data stored? With whom was it shared?

Data recipients %
ttroller's servers ~ Countries in the Unrelated third parties 17.09%
The controller, legal entities that act as the co... 17.05%
Public fora 16.93%
Legal entities following the controller's practic... 16.81%
32.6%
Legal entities following different practices 16.12%

The European Union

Figure20: A card to give users an impression of where their data is stored and what kinds of third parties
retrieve it.

Where is which data stored?

Countries in the European Economic Area The European Union The controller's servers

| Content I Computer Audiovisual activity | Anonymized I Activity

Figure21: This chart gives information on where which kind of data is stored.
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GENERAL INFORMATION TIMELINE POLICIES

Group by:

@ Purpose (O Data (O Processing (O Recipient (O) Storage

€ 24.12.2006 11:35:00 ©) 23.3.2017 18:28:41 €) 6.3.197314:16:44 (4]

Data processed on 14.5.2003 at 03:58:15

The controller did anonymize your activity data for accounting purposes. It is stored in countries in the
European Economic Area and was shared with the controller, legal entities that act as the controller's agent
or vice versa.

e Purpose: Accounting
The controller did anonymize your activity data for accounting purposes. It is stored in countries in the
European Economic Area and was shared with the controller, legal entities that act as the controller's agent or

vice versa.

9 Process: My process

Event code: 9c5139101244

The controller did anonymize your activity data for accounting purposes. It is stored in
countries in the European Economic Area and was shared with the controller, legal entities
that act as the controller's agent or vice versa.

Processed on 14.5.2003 at 03:58:15

Figure22: Improved visualization of processing events in the timeline.

In the previous version of the privacystdoard there was a processing event log entry foreseen for
each data item that was processed. This led to many visual tepetiof timeline entries, which are
interdependent (seé€igurelOandFigue 11). Moreover, we expect the frequency of processing events

in some use cases to be very high, thus many events need to be considered. Therefore, further
grouping of those events is desirable (see @402 Usability testing report V1 The data categoeis

of SectiorFehler! Verweisquelle konntaicht gefunden werdenare not compatible witlthe SPECIAL
vocabulary, hence the filter options of the previous version were removed. Now, events can be
grouped bypurpose data category kind ofprocessing the recipient, or thestorage location

Each timeline entry (card with pink header asFigure 22) gives information on personal data
processing within a certain time raeagA textual summary is given totlshich data categories were
processed for which purposes, where stored, and with whom shared. Depending on the grouping
criteria another card (within the timeline card) is given to give more specific information.artlisan

be extended to see the corsponding processing events for which a textual visualization is giten.
submenu of the previous version (segue 11) is alsancludedin the most recent version.
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GENERAL INFORMATION TIMELINE POLICIES
Policies of Proximus use case
* There are 2 policies for this application. A

Application code: 9940460e-e003-4cbb-9e58-db790909f405.

The controller is able to collect your audiovisual activity and location data for marketing purposes.

It is stored in the controller's servers and was shared with the controller, legal entities that act as the
controller's agent or vice versa.

o Description: Proximus policy #2 -

The controller is able to collect your audiovisual activity data for marketing purposes. It is stored in the
controller's servers and was shared with the controller, legal entities that act as the controller’s agent or
vice versa.

You gave consent to this policy.

o Description: Proximus policy #1 -

The controller is able to collect your location data for marketing purposes. It is stored in the controller's
servers and was shared with the controller, legal entities that act as the controller's agent or vice versa.

You gave consent to this policy.

Figure23: Under the policies tabhe user can view the controllespecified policies andupdate consent to
them.

By opening the policies tab, the user is able to seedaitroller-specified policies. Furtherore, the

user is able to see to which policies he or she consented to anddésaxy is able to withdraw consent

for a single or multiple policy. Policies are in relation to an application of the controller; tmerefo
policies are grouped by their respective application. One problem of this view is that if a policy is in
relation to multiple applications it would be visualized multiple times. However, it is thinkable that the
user might give consent to a policy faicertain application but not for anotheffigure23 also shows

the textual epresentationof a single policy or a set of policies.

When clicking o data category, a purpose, a kind of processing, a storage location, or a recipient (in
the charts or in the tables), a view ¢salled modal) opened (seleigure24) in which correlations
between the selected attribute and the other attributes of the event log format are visualized.
gl e&x dzZaSNA O2dA R FyagSNI ljdzSatAazzya tA1SY acC
Aad 20 0A2RNRIGBRAXRIFZPNBRKEZDI GA2Y RFEGF akKlF NB

2
RK¢
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Data: Anonymized X Data: Anonymized X
Processes related to anonymized data Purpose related to anonymized data
Brow
tary
53 24.07%
14.81%
Agce
22.22%
100% 17.59% Arts
o Ad
Processing related to anonymized data Recipient related to anonymized data
Anonymize Legal entities following different practices
Que Copy
571 o Del
14.29%
Transfer & 24.07%
B.57% h il g
e Analyze Loy
14.29%
Aggregate o
1428% a7 Public-fora
e 857% Coll Unrelated third parties 13.89%
Deri
M tties following the controllers
Purpose related to anonymized data Storage related to anonymized data

Figure24: View to identify correlations between event attributes in the event log.

CKA&d @GSNBAZ2Y 2F GKS LINAGIFO& RIFIaAKo2FNR Ay 02 NLJ2 NJ
deliverable D4.3 the log format did not include a reference to the personal data (the corresponding

log entry is about) nor the personal data itself. Thus, diniyted statements could be made by the

LINA @ 08 RFakKoz2lNRY a! G O KrbcéssedfoNdisipQrpatelstdiediahthisS = & 2
f20F0A2Yy YR &Kl N&®&enshad tk belexpiessed Srghiihk SREEIAL vec&bSlary,

which was veryimited at that time.Thus, the results of user tests conducted on this version of the

privacy dashoard (seeD4.4) are sobering.

While this version is capable of expressing even complex correlations in the event log and offering data
subjects almost mdamum insights on their processed personal data, it is not usélders expect a
datacentricdesiy (2 | OSNIIAYy SEGSyidod t NAOI O& RI&aKo2l NR:
the data they have about the user and this is what users expect whandssess their data privacy

with regard to a certain service or service provider. This versidheoprivacy dashboard underlined

the significance of the actual data in privacy and transpar@mtancing tools. We found, that users

need it as means fagelfidentification and reflection. This user requirement was communicated into

the consortium andhe event log was adapted.
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4.4 Privacy Dashboard V3

This section presents thtird and finalversion of the privacy dashboard as of moBt (November
2019).After the clear direction set by the results of the user tests conducted in the context of D4.4,
we completely redesigned the privacy dashboard. In fact, we returned to the-cat&ic appoach.
Thus, synthetic data was generated and used for this version of the privacy dashiM@aldve &0
adapted an applicatioicentric design over a controlkeertric design, i.e. that the privacy dashboard
showsusergpersonal data that is procesd within the context of a particular servicEhis version was
published on GitHub and can be accessethtfzs://specialprivacy.github.io/D4 PrivacyDashboard
DEMO/ and the source code is available ahttps://github.com/specialprivacy/D4 - Frivacy
Dashboard

AfterD4n G KSNB gSNB 2yfeée SA3IKG Yz2yiKa tSTaG G2 | RRNB
version. The first action, we have taken was to generate synthetic user data in order to enable the
visualization of personal data in the privacy dashbodtds sgthetic data was encoded in the SPECIAL

log format. Figure 25 shows the redesigned privacy dashboard. The privacy dashboard is fully
responsiveand is optimized for handheld devicé§e reintegrated the message samt from the first

version of the privacy dashboard. Sectiond.5for a detailedpresentation.The menu on the left

hand side consists of the following entries:

a

Gaeé t NePpagk fo Shéow intentional and derived personatiadof the data subject.

1
f a!o2dzi =2 {9wxL/ 9yb! a%xz£é3x | Llimdvedthir®pdrties.t KS & S NJ
f dgaé S5FGFES F LA 3AS (2 GAradadtAT S It LISNER2YIF{ |
f daé | OGAQGAGe f23¢x F LI 3IAS G2 GradadtAal S GKS O:
f dadSNNAdZaA2yaéds | LI3IAS F2N) RIFIGI adwaesSoda G2 N
o Home Finder | Discover places around you. - Privacy Settings [U]
Abo i+ Home

My prafile
Check the data you provided us with!

About Finder | Discover
places around you.

You had to disclose certain personal information when signing up for this service. This

n signing
dashboard helps you to manage the information you provided us with when signing up for the
My personal data C

_‘ My data This information might be

My activity lag
= date of birth.

. « bank account information
€% My permissions

Learn about the data we process while you're using our service.

When using the service and interacting with its features, you produce data we process. We
might also use data from other data sources for the service provision. Learn all about it in this
dashboard

Your personal data is

Figure25: Overview of the third version of the redesigned privacy dashboard.

¢ KS LJ 3S (seeckigute2e)®ifers is&s details on which information the controller has about

GKS dzaSNX®» LG Aa YSIyd (G2 O2ydGlrAy aaKIFENR FIFOtag
physical address, ocpation, marital status, and suchlike. It can also contain ddriméormation like

marketing or interest profiles.
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Finder | Discover places around you. - Privacy Settings

My profile
{# Account credentials N
Your username (in this case: email address) and password.
Email address testing2@testing.com
Password
Derived interest profile o

Preferences based on your personal data

Figure26: The "My Profile" page showing intentional and derived data.

Finder | Discover places around you. - Privacy Settings

About Finder | Discover places around you.

Controller(s): @

Finder Inc. @
v
Finder Inc. was founded in early 1984 in Oakland (US) by Norman Shephard and Stephan Doug. The same-named online service Finder is with 420
million users the most popular online ... - Learn more.
Processor(s): ®
Microsoft Corporation ®
v

Microsoft Corporation is an American multinational technology company with headquarters in Redmond, Washington. It develops, manufactures
licenses, supports and sells computer software, consumer electronics, personal computers, and related services. Its ... - Learn more.

Figure27: Thepage to give information the controller(s) and processor(s) aheir roles with regard to the
service.

Figure27 shows the page, which gives data subjects information on the controller and processors
involved in the service provision. Information on the individual legal entities can be Qwdime

controller (who is meant to be in charge of the provision of the privacy dashboard) or obtained from

public sources like Wikipedid@hisinformation, however, must include links and addresses to the

privacy policies of the service and controllerdatihe data potection officers in chargeThus, the

automated provision of such information is difficult to realize but desirable page contains the

legal terms controllers and processors, which confused many users in our user tests. Therefore, help
texts are prolRS R (12 SELX Ay (K2&aS8S GSNyao  Sisz 68 LINELJ
LINE GARSNE YR GGKANR LI NIAS&éd 1 StLJ GSEGA FNB | f
explain the role of the respective legal entity withireteervice praision.
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ﬁ Your location information.

Jerived keywords from your location information: Brussels, Gent, Da
Dates and locations
ate catior
ey .
24112019 10:38 i ZE4S, Yangchun City, Yangjiang City, :
Guangdong, China u
. Basud, Cesepunii Kamapunec, Bicol Region, .
24.11.2019 04:39: .. 4608, Philippinen H
. Rue du Tampon, Le Tampon, Saint-Pierre, .
19:11:2019]05:56:59 Réunion, 97430, Frankreich .
Estrada dos Bernardos, S3o Pedro de
. Penaferrim, Manique de Baixo, Cascais,
18:11.2015 23:50-42 Lissabon, GroBraum Lissabon, Lissabon,
2710-713, Portugal
Team Sportia, Sodra Torggatan, Villaryd, .
o Jhokcene, Lycksele kommun, Provinz :
TR A5 Westbottnien, Landesteil Norrland, 921 31,
Schweden
Rows per page: 5 1-5 of 1012 > >

mme

Figure28: A user interface for location data visualization.

Your TV viewing information.

Derived keywords f

Chain Lightning

THERES 4
A NEW

BOGART
THRILL IN
THE SKY

G
SiifER

% s

Matt Brennan runs into Jo

Holloway, the Red Cross girl he
romanced in Europe when he
was a flyer in World War 11,
when he is offered a job by ...

Watched on: 22.11.2019

N7.6R.82

nformation: C

Game of Death

GAME oF DEATH

CIA agent Marcus is sent
undercover to Detroit to take out
an arms dealer and the head of
the hedge fund that is financing
him. His CIA backup has other ...

Watched on: 20.11.2019

1R.21.81

cumentary, Music, History, Gastronomy

CBGB looks at New York's
dynamic punk rock scene
through the lens of the ground-
breaking Lower East Side club
started by eccentric Hilly Kristal
(Alan Rickman) in 1973 which
launched ...

Figure29: A user interface for TV viewing data visualization.

Figure28, Figure29, andFigure30a K 2 ¢
users to extend the actual (raw) data item with meta information in the visualization, i.e. a geolocation
is extended with the physicalddress, a movie title is extended with a mop@ser and description, or
a website is extended with a thumbnail, a title, and a descriptiéndata subject can request
rectification or erasure for each data item. However, our user tests indicate thas wsauld not use

D4.5

iKS O2yidSyida
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Leaflet | © OpenStreetMap contributors

Louie Bluie

About the obscure country-blues
musician and idiosyncratic visual
artist Howard "Louie Bluie"
Armstrong, member of the last
known black string band in
America. ...

Watched on: 14.11.2019
n&:37-04
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means to rectify inaccurate datdut rather request erasure of the wrong data without replacing it
with accurate data.

/@ Your browsing behavior information.

We have collected 967 websites you have visited.

wee

PHP: Hypertext Preprocessor
https://php.net - visited:12/11/2019, 20:54:57

Bloglovin”
https://bloglovin.com - visited:11/11/2019, 13:07:39

The easiest way to follow your favorite blogs

Free
https://free.fr - visited:11/11/2019, 08:22:46

Découvrez les nouvelles offres Freebox One et Freebox Delta, disponibles dés maintenant. Internet ADSL2+, VDSL 2 ou FIBRE optique, Téléphonie,
Television...

Figure30: A user interface for browsing behavior visualization.

[ Activity heat map

Learn on which days your personal data has been processed how many times.
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Figure31: The activity heat map showing usevghen "how much” personal data was processed.

¢tKS dqaeé OUAGAGe f23¢ LI IS O2yaAalimguredd) ani Gip St SY!
the activity log (se&igure32). The activity heat map is supposed to give users a broad overview of the
contents of the event log with regard to the frequanof log entries. Tieway, users can match the

heat map with their expectations and identify when andshmuch processing happened and whether

this aligns with their servieasage or not. In the latter case, users could conclude that background
processings happening. The conterdf the event logs fully visualized in a table that is sortable by

the indivdual attributes of event log format.
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= Activity log

> 24.11.2019 21:16:41 Audiovisual activity Telemarketing Collect Finder Inc Microsoft Corporation
> 24.11.2019 17:25:29 Online activity Telemarketing Collect Finder Inc. Microsoft Corporation
> 24.11.2019 10:38:50 Location Telemarketing Collect Finder Inc. Microsoft Corporation
> 24.11.2019 04:45:21 Online activity Telemarketing Collect Finder Inc Microsoft Corporation
> 24.11.2019 04:39:22 Location Telemarketing Collect Finder Inc Microsoft Corporation
> 22.11.2019 07:55:52 Audiovisual activity Telemarketing Collect Finder Inc. Microsoft Corporation
> 21.11.2019 23:54:03 Online activity Telemarketing Collect Finder Inc. Microsoft Corporation
> 21.11.2019 08:03:15 Online activity Telemarketing Collect Finder Inc Microsoft Corporation
> 20.11.2019 15:31:51 Audiovisual activity Telemarketing Collect Finder Inc Microsoft Corporation
> 19.11.2019 05:46:58 Location Telemarketing Collect Finder Inc. Microsoft Corporation
10« > |

Figure32: The contents of the event log represented in a table.

4% Permissions & policies

Ye The controller is able to collect your location data for telemarketing purposes, stored in the controller's or processor's servers and shared
> ves = . ®
with the controller, legal entities that act as the controller's agent or vice versa.

y Yes . The controller is able to collect your audiovisual activity data for telemarketing purposes, stored in the controller's or processor's servers @
and shared with the controller, legal entities that act as the controller's agent or vice versa

sy ves Gl The controller is able to collect your online activity data for telemarketing purposes, stored in the controller's or processor’s servers and @
shared with the controller, legal entities that act as the controller's agent or vice versa.

Figure33: The policies view where data subjects can give or withdraw consent to contredezcified
policies.

Figure33a K2 g4 (G KS daeé LIS Niisplaysthefugedall contliolBieaifiedspkliti€d K
the user might consented to or not. It also offers means to give or withdraw consent. A help text is
provided to futher explain the policy to the user (s€&ure34). This help text contains a description
of the policy, information on consequences in case the user does not agree, and risks involved in
consenting to the policy. All policies arcoded in the SPECIpdlicy format. The description is
generated automatically. However, for the statements in the help tidne controller hasto make
dedicated statementssince this information cannot be expressed with the SPECIAL privacy policy
language.
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Learn more about this policy

Description

Permission to collect your location data for telemarketing purposes, stored
in the controller's or processor's servers and shared with the controller,
legal entities that act as the controller's agent or vice versa.

What happens if | do not consent?

If you do not consent to this policy, the service provided to you might not
function properly or at all. Please note: When choosing to withdraw
consent, personal data affected by this policy won't be deleted, if it is used
for different purposes for which consent was given from you.

To delete your personal data, please issue a request to erasure.

Which risks are involved?

As for any data disclosure, risks are involved such as accidental data
disclosure, unwanted disclosure of secondary information, misuse of
personal data, unauthorized or unwanted data sharing with third parties
and so on.

To prevent any of the above mentioned scenarios to happen, we apply

state-of-the-art safequards to protect your personal data.

CLOSE

Figure34: For each policy statements should be published by the controller giving information on
alternatives to consenting and the risks involved giving consent.

This is the final version of the privacy dashbo&¥thile visually improed, there is potential for
further improvements left. At this point, we want to refer back to the functional and general
requirements of the privacy dashboard and assess the end result

ACCESS DATA

We provided means for data subjects tacass their persoal data processed within the context of a
specific service by a set of controllers and processors for specific purposes. This vast and heterogenous
data is visualized by the privacy dashboard and enriched with information from publiesourc

EVENT LOGPROVENANCE

The privacy dashboard uses the SPECIAL event log format, visualizes its contents, and provides an
overview of the event log with respect to a particular data subject.

ACCESS AND USAGE POLICIES

The SPECIAL policy language is tesedcode polies. These policies are controligpecified and data

subjects can consent to them or withdraw consent from consented policies-dpeeified policies

were not incorporated in the privacy dashboard, since our user studies indicate thatrasieer want

t2 ALISOATE O2yONBGS LRftAOASaA fA1SY a52 y20 GNI O]
cannot be made with the SPECIAL policy language.

POLICY TEMPLATES
Policy templates were neglected for the same reason as-gpsecified policies.
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CONSENT ENGINE
The consent engine has been incorporated by the privacy dashboard.

BREACH NOTIFICATION

Breach notifications were not addressed by the privacy dashboard. Due to strict legal regulations, we
found the privacy dashboard not the &teoption to inform users about data breaches as this would
require users take the initiativéby logging into the privacy dashboard firdEurthermore, controllers

might want to choose the information they want to disclose in case of a data breach lbar€fiving
information on the event log levehithe dashboard could be rather confusing to users. In addition to

all this, when data breaches happen controllers might not be able to exactly say which data was leaked
or whether data leaked at all.

PERFORIANT AND SCALABLE

The privacy dashboard is perfoant and scalable to the extent that it can handle and visualize a vast
amount of personal data of a single data subject.

SECURE

It is securdo the extentthat state-of-art technologies and best acticesfor Web applications have
been considered. Howeveffpr the prototype of the privay dashboard some minorinsecure
oshortcut€ have been takeffor the sake of a fastedevebpment.

PRIVACYENHANCING

It is privacyenhancing to some extent. Generally, @ncoffer helpand guidance to users, who have
privacy concerns.

USABLE

It is usable, however, needsrther iterations and refinements in order to be a production ready
solution.
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4.5 Data Protection Officer Dashboard

Since we reintrduced the message sectiaof the first version of the privaayashboardin the last
version of it, itbecame necessary to adel, design and partiallyimplement the whde workflow
related to adata subject requestTherefore, weimplementedthe Data Protection Office(DPQ
Dashlmardto showhow data subject requests can betrieved, visualzed, and further ppcessedThe
DPO Dashboard can be accessedttias://specialprivacy.qgithub.io/DPDashboareDEMO/andthe
sourcecode is available dtttps://github.com/specialprivacy/DP®ashboard

Figure35 shows an overview ofthe DPO dashboardvhich has a similar layout and dgsito the
privacydashboard This does not necessarily have to be the case in difeaktenar. In fact, the DPO
dashboard is intended to be a separate application than can bpibth acompletelydifferent software
stack than theprivacy dashboardlhe DPO dashboaiclrrentlyconsiss of two mges the dOvervievé
page which isintended to giveDPOsstatistics orretrieved data subjectaguests and thedRequests
page whichoffers the DPO to access and assess individual request$ me@ssary forvard them b
the responsiblaunit in (or outside)the company.

DPO Dashboard

Overview i+ Home

:'; Requests

B Activity heat map

= Request types

Request origins

This project receives funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No. 731601

Legal Notice | Privacy Policy

Figure35: Overview of the DPO Dashboard with similaytaut as the privacy dahboard

g2 Activity heat map

Data privacy requests over the year

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

2019

0 1 2 sH +

Figure36: Activity heat map to indcate at which tme data subject requestsvere issued on a more frequent
basis
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= Request types

Types of data privacy requests per month

2019-11
Withdraw consent [- Request erasure Give consent

Figure37: Statistics over thalifferent request types to identify which ype of requestswvere issuedmore than
others.

2 Request origins

Geographical origin of data privacy requests

Figure38: A world map to indicate from which countries requests were issued more than others.

Figure36 depictshow an activity heatnap can show DPOs when hovamg data subjectsequests

were retrieved The arrows left and right offer DB@ svitch betweenyears. This wayrends can be
detected and even matched againevents related to theO 2 Y LJ- yedsadal data processing
practices. Itcould answer questions likéDid changing ourprivacy policycaused more privacy
corcernsz.

Figure37 gives statistics over the various request typdsdata subjects (request teectification/
erasure portability/ etc.), which couldoffer DP@ and companies in general new insights on privacy
related developments of their customensot just thetypes ofrequess could be ofinterest, but also
the geographical origin afatasubject equests (sedrigure38) asservices (Wb sewices in particular)
often target an internationaliser group
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DPO Dashboard

Overview [=] Requests

= Requests

10.11.2019 02:41:59 10.12.2019 02:41:59 Give consent

K

12.11.2019 02:12:04 12.12.2019 02:12:04 Request erasure

(]

12.11.2019 02:12:11 12.12.2019 02:12:11 Withdraw consent

K

12.11.2019 02:12:15 12.12.2019 02:12:15 Give consent

(]

12.11.2019 02:12:23 12.12.2019 02:12:23 Request erasure

[ (]

- B

Figure39: The"Requests pageto visualize the individial requests ima table.

Besides the stadtics overretrieved requests, DPOs might laterested in inspectingindividual
requests There the dRequests page lists altetrieved requests in a tableln addition to the basic
information (request type, dateetrieved, date to respond), 0B canmanually forwardhe requests

to the persondn charge who are able tprocessand realize the data subje®trequest. However, it is
rather foreseento usean application identifier that maps a request to a certain application (of the
controller), so that requests can be directly forwarded to the unitelarge This is idine with the
application-centric design approach of the privacy dashboard.
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5 Consent engine and feedback mechanism

Thedeveloped consent interfagerototype designs are presented in this chaptas stated above, we
developed multiple consent interfas¢hat offer different degrees of control to the data subjethe
approaches are presented and discusdadividually stating with the privacy plansapproach,
followed bythe customizable consent approadhge broad consent with reduced complexity, andtla
the dynamic consent approach.

5.1 Broad consent with reduced complexity

v4 R1229 va4 R1229 v a4 R1229

S Location
Sport and dinin 9 Yes, | agree that BeFit uses my heartrate
g Yy
recommendations at your nformation;
fi ngertips Your smartphone and our GSM network allow to track Yes, | agreeihat BeFTt Used my location'data
your location. based on my smartphone.
Sign up for free for intelligent lifestyle recommendations Yes, | agree that BeFit uses my location data O Yes, | agree that BeFit uses my age.
tailored to you. Yes, | agree that BeFit uses the calories |

based on my smartphone.
At least one of the following data categories is needed to make consume.
recommendations.

Figured0: A mobile consent interface guiding data subjects through multiple views, which explain in detail
kind of data is used for which purposes.

This section presents and reports on the atité regarding theconcept of broad consent with
reduced complexity Therefore, we first present the results as of D4.1 followed by the results as of
D4.3.

5.1.1 Consent interface8eFit scenario

Due toll 2 R 2 Q& LR LMzt F NAdGe& 27F Yandthd Banded @ar infesaction A { S &
mechanisms, the above presented design approaches might not beshast for these kinds of

devices. Furthermore, these approaches are very experimental and breakehel paradigm of

userswho currently need to agrewith a privacy policyy clicking a checkbox. For this reason, this

design approach tries to communicate the contents of a privacy policy more efficiently with regard to

the length of texts and spacthat can fit on a screenAddressing mobile devices in pautiar

contributes to the overall goal to reduce text and complexityrivacy policies to make these more
comprehensible and thus more accessible to data subjé&agsire40 and Figure41 show two variants

of the mobile interfaces both with similar mechanisms to prouide least amount oinformation

possible while informing data subjects as much as possible.
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These interfaces need to undergo an evaluation from a legalpeetive and fuher user studies to
evaluate their usability. However,dbuld bethat these interfaces perform rather wedince they are

closer to familiar consent interfaces. The main challenge therefore in next iterations is to identify the
limits of such interfacesStudies shall reveal how much information can be communicated with these

interfaces and at which points are users overwhelmed by the amount of information.

v.4 m1229

’:3
S
&/

SPECIAL

Sport and dining
recommendations at your
fingertips

Sign up for free for intelligent lifestyle recommendations
tailored to you.

At least one of the following data categories is needed to make
recommendations.

' Heartrate data

S

v

Sign up for free for intelligent lifestyle recommendations
tailored to you.

Atleast one of the following data categories is needed fo make
recommendations.

' Heartrate data v

9 Location A~

Your smartphone and our GSM network allow to track
your location.

Yes, | agree that BeFit uses my location data
based on my smartphone.

L]

- Age data ~
.

_lk Calorie consumption ~

Sign up for free for intelligent lifestyle recommendations
tailored to you.

Atleast one of the follewing data categories is neaded o make
recommendations.

' Heartrate data v
9 Location v
L]

- Age data v
2 . .

_w- Calorie consumption ~

Your calorie consumption helps us find the right
activities for you.

[0 Yes, | agree that BeFit uses the calories |
consume.

Figure41: A mobile consent interface consisting of a single view amminponents that can be clicked or tapp
to retrieve more information and to consent to the individual personal data processing practices.
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5.1.2 Consent interface$roximus use case

2 Ere) [ P )
projimus Proj{imus Choose your privacy settings

—

Events at the Belgian Coast at your You can benefit from better event recommendations by
fi . telling us what you're interested in. But you can also use
nger‘tlps our service without giving us any data.

Sign up for free for intelligent tourist event g 2
recommendations tailored to you. ﬁ @ General events

WP
Aget |
4 2 ! 1 For general event recommendations we ©
’ 1" { 3 don't need personal data. However, it could
A b __ ol
!— =3 g . l ‘ -
Events at the Belgian Coast at your
. fingertips i
Countrylinedance voor gertip o' Personalized events

happen that we inform you about events

-~ you're not interested in.

- Sign up for free for intelligent tourist event
senioren recommendations tailored to you.

Ontmoetingscentrum De Schelpc For personalized event recommendations O
Logln we use your location infoermation, TV and
browsing behavior in order to inform you

about events that interest you.

=

Figure42: Mobile consent interfaces as of D4.3 developed for the Proximus use case

Since giving consent is a secondtask for the user, the actual service offered to the him or her (the
reason the user is asked to give sent) needs to be addressed in the interface design and considered
in the evaluation of these user interfaces. For this reason, a start screen welspled, which displays

I Oldz- f S@Syida FNRBdzyR I OSNIIFAYy f éenédfthoseX(iyfidicatitgd 3 @
interest) the user asked to sign up for the service including giving consent.

Here, the options offered to the user weredeced. Besides the approach to give consent for each
data category (seEigure4l), the user shall be primarily able to configure whether he or she wants to
retrieve personalized event recommendations or nbhisway, an almost anonymous usage of the
service is possible. Users who desire personalized events currently cannot malke adjilstments,
however we will combine the two versions giving users a third option ¢agfom personalizatioh
which enables thm to give consent for each data categ@s inFigure4l1.

5.2 Dynamic consent

In this section, we describe our first prototype for the dynamic consent interfaces. This current state
of the prototype covers the noticphase at the moment. However, we plan to address dtieer
phases with our next releas€igure43 shows the first two screens the user is presented with. They
are supposed to explain the benefits of the servicé#iuser and hav and why the service wants to
personalize the user experiencBigure44 shows anexampleconsent request to make the user
familiar with the approach antthe user interface that is used to give consent. We designed the consent
request in a headsp notification, since it is rather visibleyhen the smartphone is used, yet
disappears rather quickly in case of no user interaction.
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12.09 & O inTEA B 1209 B & © DLTEAL B

0 F|nder @ Finder

Events nearby with Finder! Personalized service.
This app recommends events nearby your A profile is data about you that helps to
current location. The list of events is filtered understand what you like. This filters the
against preferences and taste the app learns wealth of events to show more relevant
about you over time. To provide that service, things. The richer your profle, the better the
the app needs to disclose your current help from this App. A new approach to
location. This is under your control. This app profiles tries to give you full control. To do so,
can learn more about you. At no time, there is a consent manager will show up and ask
hidden data collection. whenever we enrich your profile. This will
build a set of tailored permissions over time.
You can control data and permissions given at any time The next screen will show you how that
in your privacy dashboard. This dashboard can also be works.
accessed later in your app.
& @
4 O) | <4 O) L]

Figure43: The first two screens of the Finder subscription explain thevdee and the personalization method.

@ DynConsent © TE4 W @ DynConsent [CR IO N |

Consent request Consent request
Do you allow us to use your browsing data? Do you allow us to use your browsing data?

Agree Deny Agree Deny

We ask you beforehand. We ask you beforehand.
Initial sources of profile information: Initial sources of profile information:
[J Browsing history Browsing history
[0 Facebook/ WhatsApp [0 Facebook/ WhatsApp
O Twitter O Twitter
[
<4 @ ] | ® ]

Figure44: An example consent request is given during the subscription to explain the interface to the user.
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1210 @ @ © i TE4 N

© Finder

That's all! Enjoy!

That's it! Enjoy the service. And remember
you only allowed us to ask you in future for
permission to collect and process your data.
You'll always have the chance to say no.
However, in order to avoid annoying you with
constant asking, we use techniques to
prevent asking you alot.

@
4 ® [

Figure45: At last an explanation of the next steps given to the user.

In Figure45, the last screen of the service subscription is depicted. After the user has been made
familiar with the dynamic consent approach, the-sgtis completed. Afterwards the uses regularly
asked by the consent engine for consent. In the final release, we will include a fully working prototype
of the dynamic consent approach, which covers all three phases.
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6 Advanced onsentrequest

In this chapte, we first recap the GDPR requiremg regarding informed consent, then we provide
details about our exemplifying use case scenario fidin3 Policy, transparency and compliance
guidelines V1Following on from this we descriltke previous versions of thconsent request land
their usabiity evaluation results fronb4.2 Usability testing report V,1D4.3 Transparency
dashboard and control panel release \éhd D4.4 Usability testing report V.2At the end of the
section, we provide information about thedirth consent request prototype arttbw it was evaluated
by the participants of the usability testing.

6.1 Introduction

Before discussing the fourth and the fifth versions of the consent request prototype and their usability
evaluations, let us recall the ragements of the GDPR concerningoimhed consent and the use case
scenario that our prototypes are based on (§2k3 Policy, transparency and compliance guidelines
V1), the functionalities of the previous prototypes and their usabéipaluation results.

6.1.1 GDPR requirements

In the GDPR th@rocessing of personal data is prohibited via Art. 6 except for some predefined
scenarios (e.g.: public interé&tlegal obligation'$, etc.) and when the data subject has conserted

to his or herpersonal data processing. According to Art. 4, the consétiteodata subject should be:

OA0 FTNBSte IADSYT OAAO ALISOAFAOT OAAAL AYTF2NX¥SR
(iv) given by a clear affirmative action by which hesbe signifies agreement to the processing of
personal dataelating to him or het. Although it is highly dependent on the concrete use case, the

main information that must be presented in the consent request to the data subject is:

Data. What data (dataategories) are processed?
PurposeWhat is the purpose ofata processing?
ProcessingHow are the data processed?

Storage.Where and for how long are collected data stored?
Sharing.With whom are the data shared?

6.1.2 Use case scenario

For the developmenof our consent request prototypes we used the exemplifyisg nase scenario
introduced inD1.3 Policy, transparency and compliance guidelines V1

Sue buys a wearable appliance for fitness tracking from BeFit Inc. She is presented with
an informed consemequest, comprised of a data usage policy that describeshvzita
shall be collected, why they are collected, how they will be processed, stored and shared

18 GDPRrt. 6(1)(e)
¥GDPR art. 6(1)(c)
20GDPR art. 6(1)(a)
21 GDPR art. 4(11)
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in order to give her fithes®lated information

For the purpose of our research and analysis we made the use case more specific by adding the
exemplifying oncrete data flow (se&igure46) where we describe whatada are collected by BeFit

for what purpose and supurpose, where the collected data are stored and for how long, how those
data are processed, what data are shared withid parties and what third parties are involved.

We would like to stress that ouuoent use case includes only the initial consent request (i.e., before
the data subject starts using the device). This use case could be expanded to include situatiens whe
the consent requests are contextualized, incremental and distributed over time (4.6 Legal
requirements for a privacyenhancing Big Data \J2

6.2 Previous consent request prototypes

6.2.1 First version of the consent request prototype

In D4.2 Usability testig report V1Ig S LINB GARSR | RSGIFAf SR RS&AONALIIA?Z2
consent request prototype (sed-igure47). To make our prototype more suitable for the usability
evaluation, we developed a fully functional onlinesier??. The online prtotype enables participants

to give their consent from any place comfortable for them, making our usability evaluation more
realistic.

()()C)()()()(X)()()

Sorage

OOO®

Figure46: The information that must be presented to the data subjectBeFit'sconsent request.
2 KAfS ONBFrGAY3 GKAEA 2yEAYS OSNEA2Y 6S F2f{ft26SR
desigrt®. The first prototype provides the following features.

22 BeFit | Consent Requedtttps://cr-wizarden.firebaseapp.com/wizardast accessed:3/11/2019.

2310 Heuristics for User Interface Design: Article by Jakob Niefgtas://www.nngroup.com/articles/ter
usability-heuristics/ last accessed6/12/2018
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Categorization We grouped information according to five categs, namely purpose, data, storage,
sharing and processing. This grouping is realized in the form of tabBi(gee47 (1)). To support the
visualization, in addition to the name of the category on the tab, we added iconaébraategory.

Customization.The most important feature of our first version of the consent request Ul is the full
Odza G2 YAT I (1 A 2 ys céndent. Rheluser cardadllyg &ij0si their consent specifically to their
wishes. Our consent request gives thassibility to review information or give consent according to

five categories mentioned in the categorization feature above. The user is gpessdility to drill

down a concrete path and agree only to that path. This means that the data subjectscagia
permissions to process only specific data categories for chosen purposes, etc. The drill down feature is
implemented by placing clickableons of possible dritlown options near each item in the
category/tab list (sed-igure47 (2)). The unique path, created by ddibwn process, is displayed and

can be navigated in the breadcrumb under the tabs (Bégure47 (3)). The users give their consent

just by selecting checkboxes (deéigure47 (2)) that correspond to their preferences.

Revocation The user can withdraw their consent by removing the selection in any checkbox at any

time.

Understandability.To increase understandability and ease of use of the consent requestenssing
plain language and standard icons for the content. To help the data subject understand the
implications of their consent, our consent request is supported by a graph-{gase47 (4)).

( , : )

(On 3rd parties' infrustructures B/ Purpose

3

We need to process your data to provide the following services:

/—®—\

=] <o []
<o M
=] <a[]
=] < a[]
= e <o ]
=] <[]
=) <o M

= <o []

=) <o M
| —

o @

®

- -
Derive cardio fitness score

x‘

Complete Consent Request

Figure47: The first consent request Ul prototype. (1) Tabs. (2) Drill down. (3) Breadcrumb. (4) Graph.

Summary After usersF A YA aK O2y aSyidaiay3
presented with an overview of all the information that thggve their consent to be processed by

BeFit.
6.2.1.1 Usability evaluation

00e

Ot AO1 Ay 3

G/ 2YLX S

We checked the usability of our first Ul for consesqjuest by conducting a usability evaluation. For
the evaluation we selected a think aloud method (van Someren 1994, Seidman 2006y <had&)
where we asked our participants to think aloud when testing the Ul and record their screen as well as

their spcken thoughts.
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Twentyseven participants, who were between 16 and 35 years old, took part in our usability
evaluation. We targeted thisegment of the population because the imaginary persona (Sue) in our

use case was a student and the first Ul was depadoconsidering our persona.

.ST2NB GKS OGdz2rf 'L GSadAy3das GKS LI NIAOALNVYGaA
wearableapJt Al yOS F2NJ FAGySaa GNIOlAy3ad 'a || aSO2yR &
After the participants red the instructions, they were asked to activate the device and give their
consent for the processing of their data by BeFit. When tiéJpah OA LI yGa Of AO]1 SR (KS
they were redirected to a short user guide. Then the participants were fomehtd the application

prototype for the actual testing. In the beginning the participants completed a set of predefined tasks

of givingand withdrawing consent. After this exercise, the participants were asked to just give their

own consent, as they wouldave done this, if they bought the BeFit smart watch. At the end of the
assignment each participant filled in a questionnaire providisgvith their demographic data as well

as their impression of our consent request Ul. The results of the evaluatiatteaceibed in detail in

D4.2 Usability testing report V.AThe short overview of the results is presented below.

6.2.1.2 Evaluation Results

In general, the participants were overwhelmed with the consent information because they needed to

read and understand all thdetails. When we asked users if they were overall satisfied with the

consent request, 44% of the participants reported dissatisfac(biPbo- very dissatisfied, 33%

somewhat dissatisfied) with the consent request. 15% of the users remained neutrald®res

consent request, 30% were somewhat satisfied and 11% were very satisfied with our Ul. However, the

lj dzS & indwangll thé conselB lj dzSa i YSSGa @&2dzNJ ySSRa réceived LINR @I C
only 15% of negative answers. Most of the useieded somewhat well (41%), very well (29%) or
extremely well (15%) as their answers.

When asked to assess the time it took to givevithdraw the consent, almost half of the participants
(48%) answered that it took thetoo longto give or withdraw the consent. 22% selected long, but

it was worthwhileas their answer. For the rest of the users it took eitless time(11%) or abouthe
right amountof time (19%).

The users were prompted to select adjectives that they wosklto describe the Ul they were testing.

As we expected a lot of the users (18 out of 27) found theddiplexand the whole proces8me
consuming Fifteen paricipants found the consent representation to leenfusing Apart from the
negative adjectivesye also received some positive feedback. Nine participants described the Ul as
beingorganized eight asffective seven amnovative

When answering open qgéons, he respondents mentioned that they found the graph functionality
very useful and theliked the summary in the end of the process of giving their consent. A lot of the
users highlighted that they liked flexibility and customization features. Suamticipants replied that
they liked the readability of the consent. Some users mentioned fin@yd the division of information
into tabs very good, because it provided some structure and contributed to understandability.

The participants named four feates that were the easiest for them to use, namely tiraph the
summary tabs navigation andstructure, as well as giving and withdrawing consent by clicking on
checkboxesThe hardest part was not to be lost in all the information that was providetdasers.

A lot of them mentioned that it was the hardest to keep all the information in mind.

Since a lot of the participants said that they were overloaded with the information, they suggested
shortening or simplifying the information that is presented @ the user. Some users suggested
simplifying the customization by offerinfpwer optionsto choose from. The respondents also
suggested usingolor-codingfor Ul simplification.
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6.2.2 Second version of the consent request prototype

We developed a second Ul potype taking into account the evaluation results of the first version.
Since the graph functi@lity was well received by the users in our usability evaluation, we decided to
use the graph as the basis for our next version of the consent request Uleddresversion of the Ul

is depicted inFigure48. For the purpose of the second usability evaluation we developed an online
prototype with two localizations: Engli&€tand Germaf. As beforewe used Angular Materi&land
D3.j¢’ for the front-end development of the online version and Firel78swith its realtime database

and hosting, for the server side

The second version of the Ul prototype incorporated the following features:

Categorization.The participants of thdirst Ul evduation liked the categorization of the consent
information into purpose, data, storage, processing and sharing in the previous Ul, so we kept this
categorization in the second version of the Ul.

Customization.The users also highly appreciatée customzation and the flexibility of the consent
request. However, they expressed their frustration with too many options. In our second Ul prototype
we retained the customization feature, but we reduced the options by presenting users with thie list o
availabledevice functionalities and providing a possibility to browse just the functionalities by simply
clicking on them (seEigure48(1)). All the data procesdirthat is required for the selected functionality

is represented as a grapbeeFigure48(2)) showing the connections between data categories. If the
data subject acepts the offered data processing for the functionality, the corresponding functionality
is moved from the "Available Functionality" coluterthe "Accepted Functionality" column (sE&ure
48(3)).

Understandability. From an understandability perspective, the participants of the usability testing
positively evaluated the way the consent request was formulated. Siveeliked the shortness, the
plain language and the icons, we reused the consent text from the &rston of the prototype. Every
user action is backed up by feedback. In the second prototype we addeecoalimg to the graph (see
Figure48(4)), as it was suggestdy many participants in the usability evaluation. A summary feature
was also included in the second Ul version. The-ygppvith a grapkbased overview of the data
processing, the users consented to, is always abitglunder the "Summary" button.

Revaocaion. In terms of revocation, our prototype provides the possibility to withdraw consent at any
point in time by selecting functionalities in the "Accepted Functionality” column and clicking the
"Revoke" button at thédottom of that column.

6.2.2.1 Usability evalugon results

We checked the usability of our second Ul for consent request by conducting a usability evaluation.
The participants followed the same protocol as in the first evaluation and recorded their screen during
the testing. The results of the evaluan are described in detail iD4.4 Usability testing report V.2

This time we targeted a broader segment of the population and the second Ul prototype was evaluated
by 73 participants.

Although the Ul prototype wasery easy to use, as evidenced in thdeda recordings, when we asked
users if they were overall satisfied with the consent request, 39% of the participants reported
dissatisfaction (18%very dissatisfied, 21%somewhat dissatisfied) with the consenieest 36% of

24 https://concent-request.firebaseapp.com/buildelast accessed: 13/12019.

25 https://consentrequestde.firebaseapp.com/buildedast accessed: 13/12019.

26 Angular Materialhttps://material.angular.io/ last accessed: 052/2018.

27D3.js- DataDriven Documentshttps://d3js.org/, last accessed: 06/12/2018.
28 Firebasenhttps://firebase.google.com/last accesed: 06/12/2018.
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( Ac:nvily heart rate ' E On the device On-Device calculations.
Display route on map ) ( Display resting heart rate
Derive race time predictions ) ( Display all day heart rate
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( Derive calories burned ) | Display pointwise velocity on a map |
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Figure48: The second version of the consent request prototype. (1) Functionalities to select from. (2) Required

data processing for the selected functionality. (3) Accepted functionalities. (4) Gotmling by datacategory.

the users (31%somewhat sasfied, 5% very satisfied) were satisfied with the prototype and 25% of

the users remained neutral towards the consent request. Two thirds of the participants liked the Ul
prototype enough to want to recommend ibttheir friends. For the 30% of the useit is not likely

that they would do so.

¢CKS ljdzBaagAmpta GKS O2yaSyid NBljdzSad YSSGa @2dzNJ
received 37% (26%not so well, 11% not at all well) negative answers. 3686 the participants

reported that theway the consent request is presented meets their needs in some way. The others

were extremely (7%) and very (20%) satisfied with the representation.

The way the users rated the time they spent on the tasks confirmg whabserved in the videos.
38% of tle participants were satisfied with the time it took them to complete the tasks and for 15% it
took even less than they expected. 19% of the users think that it took them too long, but it was
worthwhile. The rest stiltonsidered the process to be time camsing.

The users were prompted to select adjectives that they would use to describe the Ul they were testing.

¢tKS dzaSNEQ AYy(iSNIOiGA2Y Ay GKS @GARS2 tS¥4 | @S
Surprisinglyusers still described the prototypes deingconfusing(40%),annoying(33%),complex

(26%) frustrating (18%). From the video analysis and questionnaire answers we can infer that this was
caused by the absence of bulk consent withdrawal functionaliterdJaere first confused and then

irritated that they had to repeat the same action. On the other hand, for 15% of the participants the

Ul waseasy to usel4% of the respondents considered the Ul tdlbrible 12%- innovative and 11%

- effectiveandfriendly.

Apart from the singleand mutiple-choice questions, our questionnaire contained open questions.
Answering those, theespondents named three main points why they liked the second Ul prototype
better than traditional consent requests. The improvgtlis: (i) more understandable, (pjovides
customization, and (iii) provides transparendhe easiest part for the users was to browse the
available functionalities. Some of the participants mentioned that the prototype was in general easy
to use afte one became familiar with the Ul. Thardest part was the fact that the prototype did not
allow for the withdrawal of consent for multiple functionalities at once, however, this issue can easily
be fixed by adding a feature where the users can selectftimetionalities in bulk. Most of the
participants did not suggest any improvements. Some of the participants pointed out that they
understood the difficulty of the information visualization for the consent request, however they did
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not know how the protoype could be improved. For others eydring seemed to work well and the
prototype did not need any adjustments.

The evaluation showed that there was still a need to simplify the customization feature even more. In
order to address this issue, the conseatuest Ul could be amended such thla¢ functionalities or
purposes for data processing are grouped into more general categories and the consent request allows
consenting to a general category but still retains a more granular customization as wethdsdde
overview of the data processirayailable on demand. We implemented such a version of a consent
request in the third iteration and describe this third interactive wireframe in the chapter below.

6.2.3 Third version of the consent request prototype

The thid version of the Ul, that is depictaéd Figure49, simplifies the customization even more, when
compared to the second version, in terms of the information that has to be digested at once by data
subjects. Br the purpose of thehird usability evaluation we developed an online prototype with two
localizations: Engli$hand Germa#f. As beforeye used Angular Material and D3.js for the framtd
development of the online version. Jd&Yand PostgreSGtwere used for the server side

Consent Request - BeFit (7]
Please provide your preferences for data processing. @
Display resting heart rate @
/1\ Resting heart rate
( U \ [] Display all day heart rate @
Activity heart rate, Resting heart rate
No Functionality Derive calories burned @
Activity duration, Activity heart rate, Distance, Steps
o Derive cardio fitness score @
Health Data Activity heart rate, Age, Gender, Weight
Map Visualization
Fitness Adviser
Back - Up
\ Marketing & BI ) \ /
SUBMIT PREFERENCES

Figured49: The second version of the consent request prototype. (1) Slider. (2) Consent per purpose.

The third version of the Ul prototype incorporated the following features of consent request:
categorizatbn, customizatia, understandability, and revocation.

2 http://cr -slider.soft.cafe/en/ Jast accessed: 13/12019.
30http://cr -slider.soft.cafe/de/ lastaccessed: 13/1/2019.
3! https://go.javalindex.html?intcmp=gojavhanner-javacom, lag accessed: 12/03/2019

32 https://lwww.postgresql.org/ last accessed: 06/12/2018.
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Categorization.In the third Ul version we grouped purposes for data processing into more general
categories and allowed users to consent to those general categories by using a slidrégiset(1)).

¢tKS OFGS3I2NASE O2dA R 06S 2NRSNBR FNRY (GKS Y2ad LR
top to the least popular group of purposes at the bottom. Pagticipants of the first and the second

Ul evaluations liked the categorization tife consent information into purpose, data, storage,
processing and sharing, so we kept this categorization in the third version of the Ul in the overview
graph.

Customizaion. The users also highly appreciated the customization and the flexibility cfetbend
version of the consent request. However, they again expressed their frustration with too many options.
In the third version we reduced the options by presenting aseith the list of more general
functionality categories and providing a possipilid browse them by just sliding the pointer up and
down. We still retained a more granular customization (Begure49(2)), where users could adjust
their consent by selecting or deselecting checkboxes near each purpose.

Understardability. From an understandability perspective, the participants of the first and the second
usability evaluatins positively evaluated the way the consent request was formulated. Since they liked
the shortness and the plain language, we reused the cdntea from the second version of the
prototype. Every user action is also backed up by feedback. For those wser would prefer a more
detailed overview of the data processing, we have the detailed overview available, on demand, upon
Of A O1 A Y Bre&lypurgaseég Y S

RevocationlIn terms of revocation, our prototype provides the possibility to withdraw conaeany

point in time by deselecting a correspondent checkbox.

6.2.3.1 Usability evaluation results

We tested the usability of our third Ul for consertjuest by, again, conducting a usability evaluation.
The participants followed the same protocol as in thetfasd the second evaluations. They were
thinking aloud and recorded their screen during the testing. THiviy participants, who were
betweenl16 and 55+ years old, took part in our usability evaluation.

When we asked users if they were satisfied ovewith the consent request, 71% of the participants
reported satisfaction (51%somewhat satisfied, 20%very satisfied) with the consent reque20%

of the users remained neutral towards the consent request. There were no very dissatisfied users and
only 9% were somewhat dissatisfied with our UI.

The high overall satisfaction also reflects on the answers to the question about the recommendation
of the website with our consent request to a friend. 40% said that it was very likely that they would
recommendthe website to a friend and 29% replied that it was moderately likely. 11% of the
respondents would slightly likely and 3% would extremelyylilkelvise a friend to use a website with

our consent request. 17% of the participants would not recommend itfteead.

When asked to provide their impression of the time it took to give or withdraw the consent, almost
40% of the participants answered thiaitook themabout the right amount of timéo give or withdraw

the consent. 29% selectettook less time thn | thought it wouldas their answer. 14% reported that

it took too long, but it was worthwhile-or the rest of the users (17%), it still towlo long to give or
withdraw the consent.

The users were asked to select adjectives that they would use toibeskhe Ul they were testing. The

adjectives that were selected support the results described above. The positive adjectives received
mostof KS LI NI AOALI yiaQ @2 (easy o useKuSefuldzieSrNieIpfuf, isdtyeR i K A
effective, organize, satisfying, appealing, efficieahdflexible Eight out of 35 participants still found

the Ul to becomplexand timeconsuming

We asked th participants, if they felt being in control of the processing of their data, when they used
our consent request. More than a half of the participants agreed (488tee, 17% strongly agree)
that such a consent request gave them control otle data pocessing. 23% neither agreed nor
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disagreed that they felt in control. 20% of the participants did not feel that they controlled the
processing of their data. There were no users who strongly disagreed.

The graph that provided an overview of thata procesing related to a specific purpose was found to
be useful to a different extent by 92% of the users. 20% found it extremely useful, \&3%6useful,
40%- moderately useful, 9%slightly useful. Only 8% of the users did not see usefulnebe igraph.

The participants were asked two questions regarding the design features of the overview graph to find
out if they liked the coloroding and the icons used in the graph. 26% of the participants found the
color-coding to work extremely well ihe graph. Aother 26% reported the colezoding to be very

useful. This feature was rated as moderately useful by another 26% of the participants. 14% found it
to be slightly useful. The rest (8%) did not find caloding useful. The icons helped 89% séns (37%

- moderately, 34% very, 9% extremely, 9% slightly) to understand the graph better. For the 11% of
the participants the icons were not useful.

CNRY (GKS LINIGAOALIY(GaQ FYyasSNR (G2 2Ly ljdSadcrzya
third Ul praotype better than traditional consent requests: (i) customization, (ii) detailed overview of
the data processing for each purpose, (iii) control over the data processing, and (iv) usability. A lot of
users commented that slider on the left sidéthe Ulwas the easiest part about using the Ul. The
respondents also highly evaluated the way the Ul is organized. Since users did not have any major
problems while using the Ul, most of them did not offer any improvements. However, in the
participant) @A Rrfdtcéd that Some of the users were in the beginning confused by the disabled
checkboxes that belonged to the general categories that were not selected. We tried to solve this issue
in the new version of the consent request prototype which niedduce inthe following chapter.

6.3 Fourth version of theconsent request prototype

The third consent request Ul prototype received good feedback from the participants of the usability
evaluation. So, we decided not to change the Ul completely but to Blighprovethat version to
StAYAYLFGS LRAyidGa 2F dzASNEQ O2yFdzaAz2yd ¢KS &G NIA
is depicted irFigue 50. As beforewe used Angular Material and D3.js for the framtd development

Consent Request - BeFit (7]
o No Functionality
Health Data
DEVICE FUNCTIONALITIES ARE NOT AVAILABLE WITHOUT DATA

Map Visualization PROCESSING.

Slide the red pointer to provide your preferences for data
Fitness Adviser processing.
Back - Up
Marketing & Bl

SUBMIT PREFERENCES

Figue 50: The starting page of the first subversion of the fourth version of the consent request Ul. (1) Slider.
(2) Message when no consent has begiven.
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of the online version. Java and PostgreSQL were used for the server sideurtheersion of the Ul
prototype incorporated the same features of the consent request as the third one: categorization,
customization, understandability, and revocation

Categorization.The purposes for the data processing remained grouped into morergecategories

and allowed users to consent to those general categories by using a slideFigea=50(1)). We
preserved the order of the categories from the previous version. The participants of the Ul evaluations
consistentlyliked the categorization of the consent information into purpose, data, storage, processing
and sharing, ® we again kept this categorization in the fourth version of the Ul in the overview graph
(seeFigure51).

Overview

@ purpose data @& storage processing = sharing

.y rg
[a=)Activity heart rale) % Onthe device ) On-Device calculations.
- .

Google Google calculations.
Axiom Axiom calculations.
== 0n 3rd parties'
Steps ) - )
: J infrustructures
@ Derive calories burned

Dropbox Dropbox calculations.

Runkeeper Runkeeper calculations.

0000

> ry
Distance ) B On BefFit' infrusﬂuclures) BeFit's calculations.
~ ~

Aclivily duration )

Close
Figure51lY 9EI YLX S 2F 'y 2@0SNWASSH 3INF LK F2NI aRSNAGBS OF f 2 NR

Customization.We retained the list of more general functionality categories anel plossibility to
browse them by just sliding the pointer up and down as it waseguresl in the third version. A more
granular customization (sedgure53(1)) also remained the same as in the third version and the users
could adjust their consent by selecting or deselecting checkboxes near each purpose. Haveever
removed the disabled greyealut checkboxes that were visible for the users in the third wersif the
consent request and showed only active checkboxes relevant to the selected more general
functionality categories. We also updated the starting pafjthe consent request when no consent
has been given yet. In the fourth version we show a mess#gamning users that they should slide
the pointer to provide their preferences for data processing (Sigee 50(2)) instead of lsowing the
disabled greyeaut che&boxes as was done in the third version. For the purpose of the usability
evaluation we created two subversions of the fourth version of the consent request with the same
functionality and Ul but with different informatio messages on the starting page.eTiirst one is
depicted inFigue 50(2) and las already been mentioned abové€lsecond one can be seenFigure

52.
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Consent Request - BeFit (7]

o No Functionality

Health Data

Map Visualization Please slide the red pointer to provide your preferences for data

processing in order to activate device functionalities.
Fitness Adviser

Back - Up

Marketing & Bl

J

SUBMIT PREFERENCES

Figure52: The startingpage of the second subversion of the fourth version of the consent requestNiéssage
when no consent has been given.

Understandability. From an understandability perspective, the participants of all previous usability
evaluations positively evaluatedh¢ way the consent request was formulated. Since they liked the
shortness and the plain language, we reused the consent text from thewhigion of the prototype.
Every user action is again backed up by feedback. For those users, who would preferdetaited
2OSNIASSe 2F GKS RFEGF LINRPOSaaAy3dz S NBiOlIAYySR
icon near each purpose.

Revocdion. In terms of revocation, our prototype provides the possibility to withdraw consent at any
point in time by slithg the pointer up or by deselecting separate checkboxes.

Consent Request - BeFit (1) 7]
f —/ )

Display resting heart rate @

Resting heart rate

[<]

Display all day heart rate @

Activity heart rate, Resting heart rate
No Functionality

<]

Derive calories burned @
Activity duration, Activity heart rate, Distance, Steps

Derive cardio fitness score @
Health Data Activity heart rate, Age, Gender, Weight

]

Map Visualization

Fitness Adviser

Back - Up

Marketing & BI

SUBMIT PREFERENCES

Figure53Y / 2y &Sy LISNJ LIzNLJ2ate§oryT 2 NJ (i KS aKSIfdGK REGEE O
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6.3.1 Usability evaluation

We tested the usability athe subversions of the fourthonsent requestl by, againconducting a
usability evaluationFor the purpose of the fourtisability evaluation we developed prototypeith
two localizations for bth subversions: Englihand Germa#f. The participants followed the same
protocol as in thereviousevaluations. Thgwere thinking aloud and recorded their screen during the
testing.Each participant evaluated one of the two subversions.

6.3.1.1 Task introductn

Before the actual Ul testing, the participants were presented with a use case and asked to imagine
themselvesbuyf 3 . SCAGQa ¢S NI o6fS I LEHueddy OS FT2N) FAGySaa

Use Case

Introduction Instructions Activate

Imagine you have bought a wearable appliance for fitness tracking from BeFit, Inc. Before starting using the BeFit device you are reading BeFit's instructions on how to

activate the device.

Figure54: Assignment introduction.
¢ KSy s . SCA I Q&igurefHhvieNBrOwnkahé dartioigadsS

Use Case

Introduction Instructions Activate

Thank You for choosing our device! BeFit Inc. ("BeFit", "we", "us", "our") designs products and tools that track everyday health and fitness to empower and inspire users to lead healthier, more
active lives.

To use BeFit device ("Device") you have to activate it by visiting our website https://befit.com/activate and giving your consent for the processing of your data by BeFit.
When activating your Device, you will be presented with a consent request for data processing. This consent request provides you with the following information:

= what is the purpose for the data processing (e.i.: functionality that is offered by our Device);

« what data about you should be processed by BeFit to offer you the corresponding functionality;
+ where your data are stored;

« how your data are processed;

« with whom your data could be shared.

You can choose the functionality you would like to have on the Device, review what information has to be processed to provide this functionality and decide if you want to consent to the
information processing to be able to use this functionality.
o |

Figure55: BeFit's instructions.

33TheEnglish version of the first subversidmttp://cr -slider2.soft.cafe/en/gqwerty The English veimn of the
second subversiorttp://cr -slider2.soft.cafe/en/ytrewq

34 TheGerman version of the first subversidmtp://cr -slider2.soft.cafe/de/qverty. TheGerman version of the
second subversiorhttp://cr -slider2.soft.cafe/de/ytrewq
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After the participants read the instructions, they were asked to activate the device and give their
consent for the processing of their data by BeFit (@gare 56).

Use Case

Introduction Instructions Activate

Click "Activate" button to see how activation would work. You will be presented with a short user guide first and then with the consent request.

o [

Fgure 56: Device activation.

2 KSYy GKS LI NIAOALIydGa Oft AOTSR GKS da! OUA@F (1S¢ 0 dz
Figure57). The user guide explains the functionality and the structure haf aipplication. After
NEOASGgAYT GKS dzaSNJ IdZARS |yR Ot AOlAYy3 a52ySeé o
application prototype for the actual testing.

User Guide

Functionality selection Overview

You can adjust the

functionality selection by
o deselecting checkboxes.

You can select the group

of functionalities (on the right side " .

of the request) by sliding the red Display resting heart rate @
pointer. Resting heart rate

Display all day heart rate @ The data, the
Activity heart rate, Resting hearT rate processing of which is required for
the corresponding functionality, are
Derive calories burned @ displayed below the functionality
Activity ctivity heart rate, Distance, Steps. description

Derive cardio fitness score @
Activity heart rate, Age, Gender, Weight

Map Visualization

Fitness Adviser

Back - Up o

When you are done

with providing your whole

Marketing & BI consent, click the "SUBMIT
PREFERENCES” button.

SUBMIT PREFERENCES

oo [

Figure57Y ! aSNJ 3dzA RS 6 LJ IS acCdzyOlAazylftAaide asStSOlAz2yéuo
6.3.1.2 Testing taks

In thefourth usability evaluation the users were givélle sametasks as in théhird usability testing.

1. Pleasajive yourconsent
a. To process your information to hakealth dataon yourdevice.
b. To process your information for your activities toviseializedon amap.
c. To enable thditness adviser
d. To turn on thebackup of your data.
2. Pleasewithdraw yourconsent
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a. Toderive your cardio fithess score
b. Toderive yourrace timepredictions
c. Toback upyour data.
3. Pleasewithdraw yourconsentto all the functionalities.

Then they were asked to assess the overview (tree) graph functionality.

Please have a look at tlietailed overviewof the required data processing for the funcidity
adisplay route on map @

After this exercise, the participants werskad to just give their own consent, as they would have done

this, if they bought the BeFit smart watch.
b2gs (GKIFIG @2dz2Q@S 320 | Oljdza Ay i SR AgYA (KR yiKS2 4l Ki KIS &G
decided to use the BeFit device and giver consent acording toyour ownpreferences.

At the end of the assignment each participant filled in a questionnaire where they provided their
demographic data as well as their impressionoof consent request Ul. The questions of both
guestionnaires can be foundh ithe annexes (see Chapté&ehler! Verweisquelle konnte nicht
gefunden werden). We disass the results of the usability evaluation in the following section.

6.3.2 Evaluation Results

6.3.2.1 Evaluation results of the first prototype subversi

Fifteenparticipants $3%- female 4®%6- male) took part in our usability evaluation. The users belong
to different age groups (%6- 16 to 25 years old,26- 26 to 35 years old,3%- 46 to 55 years old7%

- 36 to 45 years old). Almost one thirdtbk participants (3%) graduated from high scho@7% hae

. OKSf 2 NRAthRr @AKE &6 & K Srée STNEY@st oRtBearticipants (13%aveno
degree with some collegd0% of the participants come from Austria. Others come fi®osnia and
HerzegovinaCzech Republidtaly,Hungary andMontenegra More details on the demographic data
can be seemiFigure58.

Gender

m 16-25 years old
W 26-35 years old

36-45 years old
m 46-55 years old

m Female

m Male

Degree Nationality
H Austria

m High school graduate,
diploma or the equivalent
Some college, no degree

m Bosnia and
Herzegovina

m Czech Republic

m Bachelor's degree Hungary

m Italy

m Mater's degree

13% m Montenegro

Figure58: Demographics.

Figures9shows thaimore than ahalf of the participants rated their Internet surfing skillscompetent
(53%) 27% consider themselves experts in Internet surfing and 7% are advanced begirreers
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participantsreported that they spetl - 3 hours (34%) - 6 hours 20%) less than tour (20%), 6 8
hours (L3%)and more than 8 hours (13%h the Internet per day and preferably use a laptdp%)
a desktop computer (@o)or a smartphone (27%br the surfing. As can, also, be seerfFigure59,
almostall paricipants have no difficulty using computers.

Internet Skills Hours on the Internet per Day

7% 13%

I M Less than 1 hour a day
m Advanced beginner 13% 20%
27% ' m1-3 hours
m Competent
3-6 hours
Proficient 20% 6-8 hours

13% m More than 8 hours a day

Expert

Computer Usage Level Preferred Device to Browse the Internet

6%

7% m Somewhat difficult

m Desktop computer

Neither difficult nor 27%
easy

27% Somewhat easy

m Very easy

M Laptop

Smartphone

Figure59: Internet and computer/device usage.

When we asked users if they were satisfied overall with theseaoh request,40% of the users
remained neutral towards the consent regatdseeFigure60). 33% of the participants reportethat
they were somewhasatisfed with the consent request. 20% of the userere somewhat dissatisfied
andonly 7% wereverydissatisfied with our Ul.

Overall, how satisfied or dissatisfied are you
with the consent request?

7%
m Very dissatisfied
0,
33% m Somewhat dissatisfied
Neither satisfied nor dissatisfied
40%

Somewhat satisfied
Figure60: Satisfaction with consent request.

When answeringhe question about the recommendation tife website with our consent request to

a friend 4% said that it waslightlylikely that they would recommend the website to a friend an@®
repliedthat it wasverylikely (seeFigure61). 20% of the respondents woulshoderatelylikely advise

a friend to use a website with our consent request. 7% of the participants would not recommend it to
a friend.
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How likely is it that you would recommend
the website with such a consent request to a
friend?

7% = Not at all likely

o ' Slightly likely

46% Moderately likely

20% Very likely
Figure61: Recommendation of the consent request.

When asked to provide their impression of the time it took to give or withdraw the cons@#, of
the participants answered that it took thembout the right amount of timéo give or withdraw the
consert (seeFigure62). 33% selectedt took too longas their answer. 3% reported that it tookess
time than they thought it would. For the rest of the users (7%), it still todo long, but it was
worthwhileto give or withdraw theconsent.

What was your impression of the time it took
you to complete the tasks?

13%
m Too long

Too long but it was

worth while

About the right amount
of time

7% It took less time than |
thought it would

47%

Figure62: Assessment of the time needed for tasks completion.

The users were asked to select adjectives that they would aiskescribe the Ul they were testing.

Here we again used the shortened list of adjectivesfidicrosoft Desirability Toolkit, developed by

Joey Benedeck and Trish Miner (Benedeck 2002). The adjectives users selected to describe the Ul are
listed inFigure63. THs time we received a mixture of positive and negatigectives. The positive
adjectiverganizedandclearNB OSA @SR Y2 a il 2 F 2% thdiderdldescrdadlaliry G a Q
Ul asusefulandhelpful Another 27% found the Ul to liene consumingconfusingand complex
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Which of the following words would you use
to describe the consent request?

Dull
Valuable
Overwhelming
Empowering
Disruptive
Innovative
Impressive
Inspiring
Undesirable
Exceptional
Too technical
Hard to use
Frustrating
Distracting
Difficult
Annoying
Unattractive
Time Saving
Efficient
Fresh
Friendly
Intuitive
Understandable
Effective
Easy to use
Ordinary
Effortless
Boring
Responsive
Flexible
Helpful
Complex
Useful
Time consuming
Confusing
Clear
O rgani z.e (1 |

w
N

5 6 7 8 9

o

1 2

Figure63: Adjectives that describe the consent request UI.

We asked the participants, if they felt being in control of the processing of their data, when they used
our consent requestOne thirdof the participants agreed that such a consent request gave them
control over the data processing (s€&gure64). Another one thirdneither agreed nor disagreed that
they felt in control. Z% of the participants did not & that they controlled the processing of their
data. 7% of theusea's stronglydisagreed.
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Do you feel that, with the consent like this,
you control the processing of your data?

7%

m Strongly Disagree
33%

m Disagree
Neither agree nor disagree
3304 Agree

Figure64: Perception of being in control of the data processing.

The graph that provided an overview of the data processing related to a specific purpose was found to
be useful to a different extent by4% of the usrs (seeFigure65). 27% found itvery useful, Z%-
slightlyuseful,20%- moderately useful26% of the users did not see usefulness in the graph.

How useful did you find the detailed
overview graph?

m Not at all useful
27%

m Moderately useful

Very useful

m Slightly useful

Figure65: Usefulness of the overview graph.

The partcipants were asked two questions regarding the design features of the overview graph to find
out if they liked the coloroding and the icons used in the grafi% reported tke colorcoding to be

very useful. This feature was rated as moderately usefuP® of the participants13% of the
participants found the colecoding to work extremely well in the graphAnother13% found it to be
slightly usefulThe rest 20%) did notfind colorcoding useful. The icons help&8% of users40%-
moderately,27%- very,6% slightly) to understand the graph better (degure66). For the27% of the
participants the icons were not useful.
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Figure66: Usefulness of the overview graph features.

The analysis of the awers to the open questions is presented below.
What did you like most about the consent requestdomparison to a traditional consent request?

The respondents namefibur main points why they liked the first subversion and the prototype in

general bettetthan traditional consent requests. The improved Ul provides: (i) categoriesie.g., f A 1 SR
structu'S 2F GKS O2yaSyaés aXRSOFAfSR OFGSI2NASE LINEC
| £ g (i)¥ohtrol over the data processing (e.g.X& @z YI yI 35 { K)Sand@)y & Sy (i
usability (. g A G &l & Sl ae (G2 HIASARYR I At SO laAakaodo) OB B A .
RSAAIYEIT dadzy RSNA Gy R(v)oustémizatd@.giked has tieSptibnIoXhodsa S NE
theirpreference$ X adusting data processigy

What was the easiest and the hardest paabout using the consent request?

A lot of the participants highlighted that it was easy to see the information about the data processing
0 S & I@difficdtyXeetting information on how your data is procesépand to understand the graph
(eg,aXAllws aSIraarsSada G2 YA BSNE pdrtigipantsintedionadNiat skdér
and checkboxes were also easy to use, however, one person had difficultyh&tkbox depictiom

the browser For another participant it was hard to withdraw his @ NJ O 2 it &S ffaid todfidd

the right option to withdraw conseét.U~or some users it was confusing in the beginning that the data
processing near checkboxeslbnged to more general categories on the left. However, after they
made the connection beteen general categories and more detailed customization they had no
LINPOE SY dza Ay 3 (iake seiigEhit theél chdckboxeés $hex v appearing on itiet r

side were sulzategories of theategorie y (G KS § ST SOSNRBRGKAY3I 461 a NBI
What could be done to improve the consent request?

The participants suggested émhancethe prototype by adding (i) icons to categories (eigl, RR a2 Y S
symbols & I NJ O (i (8) 2dloktchd®gi(€.9.0 ANR dzLJ & dzo O (1 S 32 NR Sénakedza A y 3 F
clear that new items appeday using cold, (iii) enlarge buttons (e.g& 2 f RS NJ I hewefittrain O 2 dzf R
0 A 33 S NJ ).oMiuiiple? ugeist suggested adding aerator in the form of a checkbox to
select/deselect all options at once per category (edgquld also use a box thgbu can checkor

unchecko check or uncheckl boxes).

6.3.2.2 Evaluation results of the second prototype subversion

Twenty-one participant(62% - female, 3% - female) took part in our usability evaluation. The users

belong todifferent age groups29%- 16 to 25 years old24%- 36 to 45 years old2%%- 46 to 55 years

old, 14%- 26 to 35 years old, an@o- 55 years old and over38% of tke participants have  OK S 2 ND a
degreel YR Hd1: KI @S . a4kaf thSpddicipatfRgsadudBdIrom high school. The other

14% have no degree with some colled®6 of the participants havedwoctorate degree52% of the
participants come from Austi Others come from thdJSA Germany, Slovakia, Bosnia and
Herzegovina, Czech Repubkiyngary and Romania. More details on the demographic data can be

seen inFigure67.
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